
S.No. RFP 

Page 

No.

RFP Rule No. Rule Details Query/ Suggestion/ Clarification RISL Response

1 2 ABBREVIATIONS & 

DEFINITIONS 

Advance Persistent Threat You have mentioned APT in RFP but there is no specifications on the same, kindly add RFP 

specifications for Anti-APT to get industry best product 

As per RFP

2 5 Bid Security MSME Relaxation for Bid Security We don’t find relaxation clause in bid security in tender doc , please confirm the same Refer Updated RFP

3 9 3.1 Legal Entity As the RFP is of highly complex in nature, a consortium should be allowed of maximum 3 parties 

and either of consortium partner can meet and fullfill various criteria under Eligibility and 

Technical Evaluation category.

As per RFP

4 9 3 PRE-QUALIFICATION/ ELIGIBILITY CRITERIA There is no pre-qualification criteria made available for the Certificate Lifecycle solution. In the 

product criteria (page 47, Rule No. 1.4) RISL has however put in criteria for  Server, Storage, 

Integrated Systems, Router, Switch, Firewall, UTM and Antivirus. Since the Certificate Lifecycle 

Management solution is the core component of the entire solution we recommend that RISL 

puts in a Pre- Qualification criteria here. At minimum we would suggest the following "In the CA 

Solution Suite the Certificate Lifecycle Management Solution must be common criteria EAL 3+ or 

above certified. "

As per RFP

5 9 3 PRE-QUALIFICATION/ ELIGIBILITY CRITERIA Since this is a very niche technology and a very critical project for RISL, we would recommend 

that RISL checks for past experience of the OEM in the Certificate Authority space in India. We 

would recommend at minimum RISL puts a clause "Digital Certificate Lifecycle Management 

Solution being quoted should have been implemented successfully and running for 3 years in at 

least one Certifying Authority in India "

Refer Updated RFP

6 9 PQ / Technical Capability The bidder should have Implemented / 

Operationalized at least 1, i.e. One IT Project 

in the domain of Digital Signatures/DC/ DR 

with a project value of minimum INR 

2,00,00,000 i.e. INR Two Crore Only.

OR

The bidder should have Implemented / 

Operationalized 2, i.e. Two IT Projects in the 

domain of Digital Signatures/DC/ DR with a 

joint/combined project value of minimum INR 

3,00.00.000 i.e. INR Three Crore Only

As the department would be aware that this is a niche project which requires for a specific skill 

set on part of the implementing  agency.

Hence we request for the inclusion of the below clasue in the Pre qualification criteria :

The bidder should have Implemented / Operationalized at least  Two CA/ PKI Project  with a 

aggregate number of certificates generated per project be more than 30000 with the project 

value of minimum INR 2,00,00,000 i.e. INR Two Crore Only.

As per RFP

7 9 Rule No. 3 Sub-Clause No. 

5 Technical Capability

Pre-Qualification Criteria Since PKI is a critical infrastructure within an enterprise environment , we would recommend 

RISL to consider the bidder’s past experience in PKI projects (CA project implemented within the 

nation/globally. This would ensure only qualified bidders put up a proposal. Suggested:  - Bidder 

should have implemented atleast 3 PKI projects.

As per RFP
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8 9 Rule No. 3 Sub-Clause No. 

5 Technical Capability

Pre-Qualification Criteria Since PKI is a critical infrastructure within an enterprise environment , we would recommend 

RISL to consider the bidder’s past experience in PKI projects (CA project implemented within the 

nation/globally. This would ensure only qualified bidders put up a proposal. Suggested:  - Bidder 

should have implemented atleast 3 PKI projects.

As per RFP

9 10 8 The bidder should not be a CA licensed by the 

CCA for providing CA operations in India. 

Bidder should not have conflict of interest, or 

potential conflict of interest; or any incident 

that materially and adversely affects the 

RajCOMP Certification Authority's operations

This is a very niche technology area. There are some organizations in India who have 

successfully set up & manage CA & eSign operations in India. They in fact would have more 

experience than a traditional SI on how to build /manage/ certify/run the CA & eSign 

operations. In this day and age of collaboration and cooperation, it would be very advantageous 

to RajComp to also allow these companies to bid for the project as they have all the necessary 

learnings and can de-risk the entire project. Raj Comp can sign a NDA to protect it self from any 

potential conflict of interest and thereby benefit from such a bidders experience. Also RajComp 

could benefit from lower prices here. We strongly recommend that RajComp allows a CA to bid 

for this project.

As per RFP

10 10 PQ/Certifications The bidder must possess, at the time of 

bidding, all of the following valid Certification

i. ISO 9001:2008 or ISO 9001:2015

ii. ISO 20000

iii. ISO 27001

iv. CMMI L3 or higher

We request for the below relaxation for the ISO 27000 and ISO 20000 certificatte. Our 

certrificates are under renewal  and is likley to be available in next 2 months.

We request a declaration to that effect from our authorised signatory may be accepted.

Refer Updated RFP

11 10 3. PRE-QUALIFICATION/ 

ELIGIBILITY CRITERIA : 

Certifications 

CMMI Level 3 As this will be product /Tool based implementation & not a Be-spoke application development 

,CMMI level 3 is not mandatory ,so request you to drop this clause.

As per RFP

12 13 4.3.3 Logical Setup of Primary Site at RSDC

"CA Offline" - mentioned under Core Zone - 

eSign Services

Please clarify if the Offline CA is only required only for the eSign servers or also, the Traditional 

and SSL CA's.

Kindly explain the need for this offline CA, as the eSign CA would be signed by CCA.

Under Secure Zone - eSign Services: Please clarify the use case and workflow for the eSign and 

Aadhar to be placed in the Secure Zone. Would the eKYC checks through the EUA/KUA be 

performed from the servers in the Secure Zone or Web Zone.

Refer Updated RFP

13 13 4.3.3 & 4.3.4 Logical Set-up for Primary Site and DR Site Please provide phyiscal set-up architecture diagram for 3 zones at each site and inter-site 

connectivity details. (Link Speed, Bandwidth etc.)

Refer Updated RFP

14 13 4.3.3 & 4.3.4 Logical Set-up for Primary Site and DR Site Please provide phyiscal set-up architecture diagram for 3 zones at each site and inter-site 

connectivity details. (Link Speed, Bandwidth etc.)

Refer Updated RFP

15 13 4.3.3 & 4.3.4 Logical Set-up for Primary Site and DR Site Please provide phyiscal set-up architecture diagram for 3 zones at each site and inter-site 

connectivity details. (Link Speed, Bandwidth etc.)

Refer Updated RFP

16 14 4.3.7 Core CA Zone

CA related Servers( LDAP / DB / OCSP / TSA )

Please clarify if the OCSP and TSA servers are only required for the SSL and Traditional CA? 

(Not specified in section 4.3.3 - Logical Setup of Primary DC at RSDC)

Refer Updated RFP
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17 15 4.3.7.1 Suggestive List of VM in Core CA Zone - 

MySQL Database for CA

Please clarify the specific need of using MySQL DB for the CA and RA.

A built-in database option can save more cost from hardware and license perspective, and 

offers better security controls by not hosting the certificate DB data outside the CA.

Please remove this clause for MySQL to be used for CA and RA, and allow the OEM's / bidders to 

quote for the best in class, tested and fully supported databases.

MySQL for TSA and OCSP components are fine to consider.

Refer Updated RFP

18 15 4.3.9 Web Zone  The Secure Zone houses: 

• eSign Application Server

Our understanding is that  'eSign Application Server' is the web facing software that the ASPs 

connect to. Please confirm our understanding is right and no other business functionality 

specific to RISL is expected. If any more functionality is required, kindly elaborate.

Refer Updated RFP

19 15 Rule No. 4.3.7.1 Hardware :

Suggestive List of VM in Core CA Zone 

MySQL DB has been explicitly specified. Different CA applications run with diff flavours of DB.  

Putting an explicit requirement of a named DB restricts the capabilities of the application. We 

would request this to be removed. Bidders shall propose compatible DB along with requisite DB 

license. BoM can be modified as required for this as well.

Also OS has been named as Linux VMs. Bidder/OEM should be given flexibility to propose 

required OS/DB per application considering scale of CA/eSign

Refer Updated RFP

20 15 4.3.7.1 As the DB platform is going to house an application that will cater to Multiple Departments for 

their operation and Automation, thus it is suggested that it should comply to security 

certification of level 4 (EAL4). 

As per RFP

21 15 Rule No. 4.3.7.1 Hardware :

Suggestive List of VM in Core CA Zone 

MySQL DB has been explicitly specified. Different CA applications run with diff flavours of DB.  

Putting an explicit requirement of a named DB restricts the capabilities of the application. We 

would request this to be removed. Bidders shall propose compatible DB along with requisite DB 

license. BoM can be modified as required for this as well.

Also OS has been named as Linux VMs. Bidder/OEM should be given flexibility to propose 

required OS/DB per application considering scale of CA/eSign

Refer Updated RFP

22 16 4.3.9.1 Suggestive List of 

VM in Web Zon

eSign DB Server Is it mandatory that the suggested servers be strictly deployed as depicted in the zones? While 

the proposed solution is compliant to CCA guidelines for eSign, the product architecture may 

have its own deployment requirements. Please confirm if the Bidder is allowed to suggest 

alternatives during implementation.

Refer Updated RFP

23 17 4.3.11.1 Indicative list of Virtual Machines in DR Site – 

CA Zone

OCSP and TSA Servers are mentioned for the eSign CA VMs. Please clarify the need for a TSA 

and OCSP servers for the eSign servers.

Refer Updated RFP

24 18 4.3.14 Key Design Criteria Database Security, Interoperability and 

replication

Database should prevent high privileged users / DBAs to access the transactional data through 

SQL Language or such tools using direct database connection.

As per RFP

25 18 4.3.14 Key Design Criteria Database Security, Interoperability and 

replication

The data encryption must be transparent to the application and should support data redaction 

capability vital to protecting sensitive  data.

As per RFP

26 18 4.3.14 Key Design Criteria Database Security, Interoperability and 

replication

Database must support Schemas, Roles Based Privileges & Authentication. As per RFP
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27 18 4.3.14 Key Design Criteria Database Security, Interoperability and 

replication

There should be a secure and centralized audit repository to monitor various database activities 

on multiple databases, to consolidate and secure audit  data from various databases, the audit 

logs must be secured from high privileged users /DBA’s. should provide policy based auditing 

and alert mechanism.  

As per RFP

28 18 4.3.14 Key Design Criteria Database Security, Interoperability and 

replication

There should be a mechanism to identity and prevent external threats like the SQL injections 

through a database level firewall, it should provide a secure logging and listing mechanisms for 

such activities. 

As per RFP

29 18 4.3.13 NOC All zones for the Raj eSign Platform shall be 

unmanned except the NOC area. This area 

shall be earmarked at both the Primary as 

well as DR Sites. There shall be an 

arrangement of 10 personnel to be seated at 

the Primary site and 4 personnel to be seated 

at DR Site.

Bidder assuming NOC location will be same as DC & DR. Pls. share the support window and 

resource skill set and qualification criteria for NOC.

As per RFP

30 20 SCOPE OF WORK, 

DELIVERABLES & 

TIMELINES

Raj eSign Portal Requesting RajComp to share more details on Website development. How many pages? 

Dynamic or Static web page? Is there a payment gateway integration to be done by the bidder? 

As per RFP

31 20 SCOPE OF WORK, 

DELIVERABLES & 

TIMELINES

Raj eSign Portal Since there is an internet facing Web portal to be deeveloped and maintained. Is Web 

Application Firewall (WAF) required to protect the web servers? If yes, Kindly share the detail 

specifications.

As per RFP

32 20 Rule No 4.3.15.4 Customised/Custom Developed Solution For any module(s) specifically developed for the purpose of this project, all documentation with 

the SDLC Lifecycle and source code shall be provided to RISL. The source code will be the 

property of RISL and should be versioned, labeled and base lined appropriately Suggested : No 

OEM/Bidder would be in a position to share the source code even if there is certain component 

developed specifically for this project. There are international IPR rights for companies and 

source code comes under IPR for any development taken up by OEM/Bidder. Request re-

consideration of this clause

Refer Updated RFP

33 20 Rule No. 4.3.16 Raj eSign Portal Kindly specify the details for Raj eSign portal As per RFP

34 20 Rule No 4.3.15.4 Customised/Custom Developed Solution For any module(s) specifically developed for the purpose of this project, all documentation with 

the SDLC Lifecycle and source code shall be provided to RISL. The source code will be the 

property of RISL and should be versioned, labeled and base lined appropriately Suggested : No 

OEM/Bidder would be in a position to share the source code even if there is certain component 

developed specifically for this project. There are international IPR rights for companies and 

source code comes under IPR for any development taken up by OEM/Bidder. Request re-

consideration of this clause

Refer Updated RFP

35 20 Rule No. 4.3.16 Raj eSign Portal Kindly specify the details for Raj eSign portal As per RFP

36 23 4.3.21 Database Server / Licenses Do you need real time replication of data from DC to DR? 

Do you required Oracle Active Data Guard for DC - DR replication?

Do you need DR infrastructure i.e. hardwware  / software for DR?

As per RFP
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37 23 Operating 

System/Licenses

The operating system supplied should be able 

to use Directory Services for Centralized as 

well as Zone Wise Authentication and 

Authorization mechanisms. The system 

should be able to create policies based on 

user groups, roles, levels, etc. and should be 

able to associates based on security, 

management, etc. on all servers / systems 

across the RSDC environment. It should be 

open LDAP v3 complaint for integration and 

interoperability, security and management. It 

should be able to enable centralized logon, in 

other words Single-Sign on, for all devices in 

the environment. All devices supplied should 

be compliant to be integrated with this 

Directory. The same directory will be able to 

cater to all Policy requirements of the Client 

workstations also, which will be installed for 

Raj eSign Platform day to day operations and 

management.

Requesting RajComp to clarify what all the devices to be integrated with common LDAP? Is this 

only Servers or network devices? 

There are two different operating systems asked in the RFP (Microsoft and Redhat). Do you 

want a single LDAP authenticating for both the OS or independently for Microsoft and Redhat? 

Is RajComp looking for a COTS product for Single Sign On? if yes, need a detailed specification 

for the same? Since the datacenter is going to have multiple OS and Network devices, we 

recommend to have a dedicated SSO solution rather than relying on native Authentication from 

LDAP from OS vendor. 

Refer Updated RFP

38 23 Database Server / 

Licenses

Database servers are to be configured for 

replication from Primary to Disaster recovery 

with the minimum time configuration 

available in the Database Server Software.

"Minimum time configuration" is very generic in nature and the same cannot be quantified for 

SLA and uptime requirements. Request RajComp to share the RPO and RTO requirement. 

Refer Updated RFP

39 23 Database Server / 

Licenses

A single Database management system 

should be deployed across all components of 

the infrastructure. The system should be 

compatible with rights and policies flowing 

down from the centralized LDAP server. It 

should provide monitoring connect to the 

EMS system for detailed monitoring of all 

critical parameters of the Database. There will 

be different VM Clusters created, each with 

its own licenses and each cluster has multiple 

DB licenses.

In Annexure 2 BOM - Bidders have been asked to quote Minmimum 32 Core of Microsoft SQL 

and Minimum 36 cores of MySQL.  What is the baseline in arriving at these minimum 

quantities? 

Why there is a need of two different databases? 

What type of Database licenses are required - standard or Enterprise? 

Refer Updated RFP

40 23 Log Management All logs finally accumulate at one Central Log 

Server which is in turn DB replicated to the DR 

Site.

In annexure 2 BOM - Bidders are asked to quote for 100 Devices log collection. If the OEM has a 

licenses based on EPS/Gb per Day, Is the bidder allowed to change the Unit of Measurement as 

per OEM licensing model? 

Refer Updated RFP

41 23 4.3.21 Database Server / Licenses Do you need real time replication of data from DC to DR? 

Do you required Oracle Active Data Guard for DC - DR replication?

Do you need DR infrastructure i.e. hardwware  / software for DR?

As per RFP

42 23 4.3.21 Database Server / Licenses Do you need real time replication of data from DC to DR? 

Do you required Oracle Active Data Guard for DC - DR replication?

Do you need DR infrastructure i.e. hardwware  / software for DR?

As per RFP
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43 25 4.3.23 Business Continuity Solution Please provide RPO & RTO parameters. 

What would the data size & rate of Change of Data?

As per RFP

44 25 4.3.25 : Enterprise 

Management System

This is required to have seamless pre-integrated EMS tools to quickly realize the full value of the 

EMS tools and be cost effective

Pls. add: 

All EMS software solution should be from same OEM

As per RFP

45 25 4.3.23 Business Continuity Solution Please provide RPO & RTO parameters. 

What would the data size & rate of Change of Data?

Refer Updated RFP

46 25 4.3.23 Business Continuity Solution Please provide RPO & RTO parameters. 

What would the data size & rate of Change of Data?

Refer Updated RFP

47 25 4.3.25 , 29, 32, 33, 34 An indicative list of the set of 

components/features:

Request deletion of "indicative" as it renders the scope open ended. Refer Updated RFP

48 26 4.3.26 Network Solution It has been asked for 2 pairs of L2 Switches to connect Server Virtulization Backbone. The other 

paid will be used for Network communication. So please help to understand the purpose of 

Network Communication specification. Also provide the high-level network communication 

diagram.

Refer Updated RFP

49 26 4.3.26 Network Solution It has been asked for 2 pairs of L2 Switches to connect Server Virtulization Backbone. The other 

paid will be used for Network communication. So please help to understand the purpose of 

Network Communication specification. Also provide the high-level network communication 

diagram.

Refer Updated RFP

50 26 4.3.26 Network Solution It has been asked for 2 pairs of L2 Switches to connect Server Virtulization Backbone. The other 

paid will be used for Network communication. So please help to understand the purpose of 

Network Communication specification. Also provide the high-level network communication 

diagram.

Refer Updated RFP

51 27 4.3.28 EMS Components

Clause No: 4.3.28.1

Monitoring: 24x7 Infrastructure monitoring 

and rule based alerting system to identify 

unusual traffic coming into and leaving NIC 

eSign network as well as identify usual and 

unusual internal-to-internal traffic, 

aggregated from data collected from devices 

such as intrusion detection / prevention 

systems, firewalls, routers, servers and all 

such devices.

EMS components will help in analyzing network traffic pattern by providing breakup of traffic 

utilization on critical router interfaces at aggregation points. This will help in  troubleshooting  

issues  related  to  network  traffic  congestion. But it will not aggregate data from IDS/IPS 

systems to identify unusual traffic. This requirement needs to be relocated in Raj eSign Security 

Infrastructure. 

Please rephrase the same as: 

"Monitoring: 24x7 Infrastructure monitoring and rule based alerting system to identify unusual 

traffic coming into and leaving Raj eSign network, aggregated from data collected from devices 

such as firewalls, routers, servers and all such devices. "

Refer Updated RFP

52 27 4.3.28 EMS Components

Clause No: 4.3.28.3

Ongoing Reporting: The bidder shall provide 

with a periodic report of all the components 

of the infrastructure within the purview of 

NICCA. These reports include, but are not 

limited to, UTM attack patterns, Network 

performance, Server and storage 

performance, etc.

The EMS components is primarily for Infrastructure & Business Service Monitoring & respective 

Service Level Management. Thus request you to relocate UTM attack pattern to NIC eSign 

Security Infrastruture requirement. 

Please rephrase this as: 

"Ongoing Reporting: The bidder shall provide with a periodic report of all the components of 

the infrastructure within the purview of Raj eSign Platform. These reports include, but are not 

limited to, Network performance, Server and storage performance, etc. "

Refer Updated RFP
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53 27 4.3.1    Business 

Continuity Solution

A solution for automation and management 

of failover at DR is required. This solution 

should allow automated and manual override 

of failover to the DR. The system should 

enable workflow based management of DR 

automation. The systems should monitor and 

generate alerts on parameters related to 

Business Continuity and DR. The parameters 

like RTO, RPO, Database replication, 

replication status, etc. should be monitored 

and alerts to be generated based on any 

deviations. The solution should be a single 

dashboard to track the entire Business 

Continuity system. The system should be 

integrated with the LDAP solution provided 

by the Bidder. The system should provide 

automation for doing DR drills at predefined 

intervals.

Please remove Refer Updated RFP

54 27 4.3.24 Log Management All logs finally accumulate at one Central Log 

Server which is in turn DB replicated to the DR 

Site.

Please remove Refer Updated RFP

55 27 4.3.24 Log Management Each zone would require a separate Database 

for zone wise log collection

Please remove Refer Updated RFP

56 27 4.3.24 Log Management The Central Log server is replicated via the DB 

replication method to the DR Site.

Please remove Refer Updated RFP

57 27 4.3.24 Log Management for a minimum of four weeks Please remove Refer Updated RFP

58 27 4.3.24 Log Management The Central Log server should be capable to 

push logs before a user defined interval to a 

separate but active database. Automated 

Archival rules / plans should be user 

configurable.

Please remove Refer Updated RFP

59 27 4.3.24 Log Management User Configurable with real time alerts based 

on syslog message.

Please remove Refer Updated RFP

60 27 4.3.24 Log Management The log servers should support all features via 

web based administration panel.

Replace with "The log servers should support all features via UI or web based administration 

panel."

Refer Updated RFP

61 29 4.3.25 Enterprise 

Management System

Application performance Monitoring Please remove Refer Updated RFP
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62 31 4.4.7 Training 4.4.7.4 Key personnel of the Raj eSign CA 

Team shall be provided training for the 

respective products from the OEM and shall 

be OEM Product Certified. All personnel are 

to be OEM certified on the CA product Suite

Please specify the training batch size Refer Updated RFP

63 31 4.4.7 Training

Bidder is expected to provide training to the 

identified RISL team on the services and 

product architecture, functionality and the 

solution design.

Request to provide the number of trainees under this clause. This will help the SI to have clarity 

on the efforts to be put in training.

Refer Updated RFP

64 31 4.5

performance of the resource persons 

deployed on the project by bidder and ask for 

a suitable replacement in case of 

unsatisfactory performance by any of the 

resource persons deployed to support the 

project.

project by bidder and ask for a suitable replacement in case of unsatisfactory performance not 

being as per contract terms and conditions by any of the resource persons deployed to support 

the project.

As per RFP

65 31 4.5 Key Recourses Project Manager who shall be the SPoC to 

RISL for the implementation of the project

Project Manager is only required till implementation hase or it will be continued in O&M phase 

as well. Pls. clarify.

Refer Updated RFP

66 31 4.4.30 Patch 

Management

majority of the systems Replace with "Windows and Linux Operating System" Refer Updated RFP

67 31 4.4.30 Patch 

Management

The patch management should be executed 

efficiently for all kinds of software such as 

Windows and Linux and Data bases like DB2, 

PostgreSQL, MS SQL, Oracle, My SQL, 

different virtualization Platforms, as well as all 

hardware such as Firmware / BIOS version 

updates for Servers, Switches, UTM, Firewalls, 

Storage, etc.

The Bidder shall make a provision for offline 

update of the systems in the internal LAN.

Please remove Refer Updated RFP

68 32 4.5.1.2 CA/PKI Skilled 

Manpower Requirement

CA Solution Support Engineers(24x7x365 

operations). 3 (1 per shift) at RSDC, Jaipur & 2 

at DR site

Bidder is assuming that 24*7 operation support is only required in DC, as minimum manpower 

at DR is only 2 specify in the RFP. Pls. clarify.

Refer Updated RFP

69 32 4.5.1.3 Operations 

Monitoring Skilled 

Manpower Requirement

1.24X7 monitoring basis with onsite 

personnel.

2. At PR Site four engineers and two 

engineers at DR site

Pls. specify the support window for both DC & DR and also need a clarity on the minimum 

resource count at both DC & DR along with the resource skill set bifurcation, as it was not clear 

in the RFP.

Refer Updated RFP

70 32 4.5.1.3 Operations 

Monitoring Skilled 

Manpower Requirement

Helpdesk support As Helpdesk support will be only required in two shift at PR site. Assuming the support window 

will be 16*7. Pls. clarify. What is the anticipated landing call volume on the proposed helpdesk: 

this is needed for proper sizing.

As per RFP
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71 33 4.5.2 Terms and 

Conditions for Manpower 

Required

The L1engineers will have minimum three 

years of relevant experience and L2engineers 

are expected to have minimum 5 years of 

experience

As per industry  standard norm,s L1 engineer is considered to be one, who is having 1 to 2 years 

of experience,  and L2  engineer to be having 2-4 years of experience. Please confirm if the 

bidder can take these considerations, while quoting.

As per RFP

72 33 4.5.2 Terms and 

Conditions for Manpower 

Required

The selected engineers may preferably be 

certified by the OEM for the products for 

which he is expected to provide support

Bidder request that certification relaxation will be given on L1 profiles. As per RFP

73 33 4.5.2 Terms and 

Conditions for Manpower 

Required

Before selecting the engineers/manpower for 

deployment, the bidder must study the 

requirements given in the section “The 

Activities to be carried out by the Bidder’s 

Personnel”. This will help him select the most 

suitable candidates.In addition to these 

requirements, the engineers must have 

experience and technical skills in the 

following 

areas:Network,System,Servers,Database etc.

Manpower sizing mentioned in RFP for DC & DR (6 resource for 24*7)for the required skill set is 

not sufficient for the asked support window. This is technology specific  support in DC & DR and 

getting multiskilled resource is highly difficult, and may also lead to inflated cost. So please 

relook on the minimum manpower sizing part, and confirm.

Refer Updated RFP

74 36 4.5.3.7 Helpdesk Services 24x7x365 Helpdesk facility for reporting 

issues/ problems with the IT infrastructure

Pls. clarify the support window for Helpdesk service as it was mentioned in the  clause (4.5.1.3 

Operations Monitoring Skilled Manpower Requirement Helpdesk support)that manapower is 

only required in two shifts.

Refer Updated RFP

75 37 4.5.3.7 Helpdesk Services To provide a service desk facility and setup all 

necessary channels for reporting issues to 

helpdesk. The incident reporting channels will 

be the following:Specific E-Mail ,Dedicated 

Phone Numbers, account, Fax etc

Bidder need to set up Helpdesk at their own premises or at Customer premises. If customer 

premises then do we need to set up the entire infra for helpdesk including seating space phone 

lines etc.

Refer Updated RFP

76 37 4.5.3.8 Preventive 

Maintenance Services

Conduct preventive maintenance every 

month or as directed by RISL (including 

inspection, testing, satisfactory execution of 

diagnostics and necessary repairing of the 

equipment).

Bidder requesting that Preventive Maintence activity will be schedule on Quaterly or half yearly 

basis as every month cycle is too short for PM. 

Refer Updated RFP

77 38 4.5.5 Replacement of 

Resource Personnel

4.5.5.2 Bidder shall promptly initiate a search 

for replacement and use commercially 

reasonable efforts (including the expenditure 

of reasonable sums, such as to engage the 

services of a recruiting firm)to ensure that the 

role of any member of the key personnel is 

not vacant.

Wipro is having its own recuritement mechanism where our HR team will provide/hire the 

resources in case of rresource resignation. So bidder request you to please modify this point 

and delete the commercial efforts clause from the same.

As per RFP

78 38 4.5.5 Replacement of 

Resource Personnel

4.5.5.6 Bidder has to provide replacement 

resource, who scores at least the same marks 

as the resource proposed originally on the 

same evaluation parameters defined in this 

RFP document

what is the evaluation parameter for the candidate on which scores will be given to the 

candidates. Pls. clarify.

Refer Updated RFP
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79 39 4.6 Deliverables, 

Timelines and Payment

Bidder requests for allowing milestones which may be mutually discussed with the shortlisted 

bidder as it would give better control on the project for a project with implementation timeline 

of such longer period

Bidder submits that the payment for the Capex shall be made as per the below Payment 

Milestones

1. Submission of Project Design and Project Plan - 10% of CAPEX

2. Delivery of Products - 65% of CAPEX

3. Completion of Installation & commissioning - 15% of CAPEX

4. UAT Sign-off & Go Live - 10% of CAPEX

O&M Chareges - Quarterly in Arrears

7.2.9 - it is requested to clarify that only the disputed amount shall be witheld and that the 

remainder of the amount of the invoice shall be released within the time frame for release of 

payment.

As per RFP

80 39 Deliverables, Timelines 

and Payment

Task and deliverables In annexure 2 BOM - Bidders are asked to quote for 100 Devices log collection. If the OEM has a 

licenses based on EPS/Gb per Day, Is the bidder allowed to change the Unit of Measurement as 

per OEM licensing model? 

Supply - 8 Weeks

Installation and Comissioning - 18 Weeks

Go-Live and CCA Audit - 12 Weeks 

As per RFP

81 39 4.6  Deliverables, Timelines and Payment Request to modify the payment term:

1. Capex: 

a. 100% of total license cost to be paid on delivery.

B. 100% Implementation phase service (CAPEX minus products) to be paid as per below 

percentage on completion of each phase.

a. Team Mobilization, Preparation of Project Plan, Kick-off meeting-   10%

b. Installation and commissioning of complete CA Solution (Digital Certificate Life Cycle 

Management Solution, e-Sign solution, OCSP Solution, Time Stamping Solution).-     30%     

c. Data Centre and DR Site readiness- 20%

d. Go Live and Final Acceptance- 20%

e. 30 days from the date of publishing of the first certificate under the CCA Root- 20%

2. OPEX:- In equated instalments of the amount quoted for OPEX & at the end of each quarter 

for three years.

Refer Updated RFP
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82 39 4.5.5 Replacement of 

Resource Personnel

If such change to key personnel has or is likely 

to have any material adverse impact on the 

provision of the Services or any substantial 

part thereof, undertake, at its own costs, such 

remediation acts as are reasonably necessary 

in order to improve the retention of the Key 

Personnel including making reasonable 

changes to the human resources policies and 

procedures applicable to the Key Personnel 

(including those related to compensation, 

benefits and other conditions so that they are 

competitive with the market)as may be 

necessary to ensure that such policies and 

procedures comply with best industry 

practice.

Need more clarity on this point. Refer Updated RFP

83 39 4.6 Deliverables, 

Timelines and Payment

Time Period: T0 We assume that T0 stands for the date of issue of work order. Kindly clarify. Refer Updated RFP

84 43 Bid Security h) The bid security of unsuccessful bidders 

shall be refunded soon after final acceptance 

of successful bid and signing of Agreement 

and submitting performance security.

Request modification as below:

h) The bid security of unsuccessful bidders shall be refunded soon after within 30 days when 

the bid has been opened and the successful bidder is announced.  final acceptance of successful 

bid and signing of Agreement and submitting performance security.

As per RFP

85 44 Bid Security when the bidder does not execute the 

agreement, if any, after placement of supply/ 

work order within the specified period;

2when the bidder does not execute the agreement on mutually accepted terms and 

conditions, if any, after placement of supply/ work order within the specified period;

As per RFP

86 44 Bid Security Refer RFP Bid security shall be valid for a period of 180 days from the date of bud submission. As per RFP

87 45 Rule No. 12  Selection Method Since this is a project which requires specific skill set where in past experience on such projects 

needs to be considered along with the tech presentation marks as mentioned in tender, we 

would request RISL to consider QCBS.

As per RFP

88 45 Rule No. 12  Selection Method Since this is a project which requires specific skill set where in past experience on such projects 

needs to be considered along with the tech presentation marks as mentioned in tender, we 

would request RISL to consider QCBS.

As per RFP

89 46 TQ/Past Exp Bidder’s experience in for core business 

functions implemented in the domain of 

Digital Signatures/DC/ DR of value more than 

Two Crore (Software, Hardware, Security, 

Development and Managed Services, 

Maintenance / Annual Maintenance Contract 

for Compute, Storage and Network Devices 

component) each during last 5 Financial Years 

during the period 01st Apr 2011 to 31st Mar 

2016.

Note: The maximum number of work orders 

which can be cited for this criteria of TQ is 10.

same as above in Sno 1 As per RFP
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90 47 Technical Evaluation 

Parameter

Product Criteria Please omit the Gartner clause for Switches as there is single report of Gartner for Networking 

Components. The orgnaizations doing good in Switches only, will be left out. 

Refer Updated RFP

91 47 Rule No. 14 e Technical 

Evaluation Criteria

Technical Evaluation Criteria Since software is critical for PKI CA & eSign infrastructure , we request RISL to incorporate PKI 

OEM Criteria as part of the tender : 

• CA Solution Software must be EAL3 and above certified

• CA Solution OEM should be recognised by Gartner as core PKI vendor  

• OEM should have support center in India 

• OEM should have its own resources based in India for implementation 

• CA and eSign solution quoted should have been implemented at at-least one such site in 

India. 

• CA ( Digital certificate Lifecycle Mgt Sol , TSA , OCSP) & eSign solution quoted should be from 

the same OEM

Refer Updated RFP

92 47 Rule No. 14 e Technical 

Evaluation Criteria

Technical Evaluation Criteria Since software is critical for PKI CA & eSign infrastructure , we request RISL to incorporate PKI 

OEM Criteria as part of the tender : 

• CA Solution Software must be EAL3 and above certified

• CA Solution OEM should be recognised by Gartner as core PKI vendor  

• OEM should have support center in India 

• OEM should have its own resources based in India for implementation 

• CA and eSign solution quoted should have been implemented at at-least one such site in 

India. 

• CA ( Digital certificate Lifecycle Mgt Sol , TSA , OCSP) & eSign solution quoted should be from 

the same OEM

Refer Updated RFP

93 48 15) Evaluation & 

Tabulation of Financial 

Bids

Bidder submits that the NPV will be more relevant when the O&M prices are quoted per year 

basis hence request modification of the Commercial template  to allow O&M prices to be 

quoted on yearly basis

As per RFP

94 48 Evaluation & Tabulation 

of Financial Bids

Evaluation & Tabulation of Financial Bids Request RajComp to consider evaluation as QCBS model, so that RajComp shall get the due 

benefits of qualifying the technically competent bidder who has core domain knowledge in 

running the eSign and CA solution.

As per RFP

95 48 SLA for Performance of 

Hardware & Security 

Components

Minimum 99.99 % up time measured by EMS. 

Bidder needs to submit weekly availability 

reports.

Request RajComp to clarify the uptime mentioned in the SLA is for Solution uptime and not the 

component uptime? 

As per RFP

96 50 Disqualification d. the Bid materially departs from the 

requirements specified in the bidding 

document or it contains false information;

d. the Bid materially departs from the requirements specified in the bidding document or it 

contains false information;

As per RFP
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97 51 5.22. Acceptance of the 

successful Bid and award 

of contract

As soon as a Bid is accepted by the competent 

authority, its written intimation shall be sent 

to the concerned bidder by registered post or 

email and asked to execute an agreement in 

the format given in the bidding documents on 

a non-judicial stamp of requisite value and 

deposit the amount of performance security 

or a performance security declaration, if 

applicable, within a period specified in the 

bidding documents or where the period is not 

specified in the bidding documents then 

within fifteen days from the date on which 

the letter of acceptance or letter of intent is 

dispatched to the bidder.

As soon as a Bid is accepted by the competent authority, its written intimation shall be sent to 

the concerned bidder by registered post or email and asked to execute an agreement on 

mutually accepted terms and conditions in the format given in the bidding documents on a 

non-judicial stamp of requisite value and deposit the amount of performance security or a 

performance security declaration, if applicable, within a period specified in the bidding 

documents or where the period is not specified in the bidding documents then within fifteen 

days from the date on which the letter of acceptance or letter of intent is dispatched to the 

bidder.

As per RFP

98 51 Right to vary quantity a) If the procuring entity does not procure any 

subject matter of procurement or procures 

less than the quantity specified in the bidding 

documents due to change in circumstances, 

the bidder shall not be entitled for any claim 

or compensation.

Request addition to the clause:

Any such reduction in procurement will be limited to 10% of the original quantity quoted

As per RFP

99 51 25. Right to vary 

qunatities

a) If the procuring entity does not procure any 

subject matter of procurement or procures 

less than the quantity specified in the bidding 

documents due to change in circumstances, 

the bidder shall not be entitled for any claim 

or compensation.

b) Repeat orders for extra items or additional 

quantities may be placed on the rates and 

conditions given in the contract (if the original 

order was given after inviting open 

competitive Bids). Delivery or completion 

period may also be proportionately increased. 

The limits of repeat order shall be as under: -

1) 50% of the quantity of the individual items 

and 50% of the value of original contract in 

case of works; and

2) 50% of the value of goods or services of the 

original contract.

a) If the procuring entity does not procure any subject matter of procurement or procures less 

than the quantity specified in the bidding documents due to change in circumstances, the 

bidder shall not be entitled for any claim or compensation. 

b) Repeat orders for extra items or additional quantities may be placed on the rates and 

conditions given in the contract provided that the period is not more than six month from the 

date of agreement. Delivery or completion period may also be proportionately increased. The 

limits of repeat order shall be as under: - 

1) 50% of the quantity of the individual items and 50% of the value of original contract in case 

of works; and 

2) 50% of the value of goods or services of the original contract.

These changes were accepted by RISL finance team and department in SDC expansion rfp 

(refer rfp number # F4.9 (213)/RISL/Tech/MISC/2014/11176 dated 02.03.2015) after multiple 

deliberations. 

Request you to amend the clause in the rfp. Above given clause is taken from the SDC expansion 

rfp.

This will help us to have b2b sign off with OEM's else can lead to challenges later, which will 

impact by department and the SI partner. Pls include this changes. 

As per RFP

100 52 26) Performance Security Performance security furnished in the form 

specified in clause [b.] to [e.] of (c)above shall 

remain valid for a period of 60 days beyond 

the date of completion of all contractual 

obligations of the bidder, including warranty 

obligations and maintenance and defect 

liability period.

Bidder submits that the Performance security furnished shall be valid fo the duration of 

Implementation and shall be replaced with another Performance security for a value of 10% of 

the Yearly OPEX value valid for the respective years every year and the last year Performance 

Secuirty will be valid for a period of 2 months beyond the date of completion of last year 

support

As per RFP
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101 52 Performance Security d) Performance security furnished in the form 

specified in clause [b.] to [e.] of (c) above shall 

remain valid for a period of 60 days beyond 

the date of completion of all contractual 

obligations of the bidder, including warranty 

obligations and maintenance and defect 

liability period.

Request modification as below:

d) Performance security furnished in the form specified in clause [b.] to [e.] of (c) above shall 

remain valid for a period of 60 days 15 days  beyond the date of completion of all contractual 

obligations of the bidder, including warranty obligations and maintenance and defect liability 

period.

As per RFP

102 52 Performance Security e) Forfeiture of Security Deposit: Security 

amount in full or part may be forfeited, 

including interest, if any, in the following 

cases:-

a. When any terms and condition of the 

contract is breached.

b. When the bidder fails to make complete 

supply satisfactorily.

c. if the bidder breaches any provision of code 

of integrity, prescribed for bidders, specified 

in the bidding document.

e) Forfeiture of Security Deposit: Security amount in full or part may be forfeited, including 

interest, if any, in the following cases:-

a. When any terms and condition of the contract is breached and the same is not rectified 

within 30 days of cure period.

b. When the bidder fails to make complete supply satisfactorily.

c. if the bidder breaches any provision of code of integrity, prescribed for bidders, specified in 

the bidding document.

As per RFP

103 52 26.e.c) Performance 

Security

Forfeiture of Security Deposit: Security 

amount in full or part may be forfeited, 

including interest, if any, in the following 

cases:-

a. When any terms and condition of the 

contract is breached.

b. When the bidder fails to make complete 

supply satisfactorily.

Request to amend the exisitng clause as below:

Forfeiture of Security Deposit: Security amount in full or part may be forfeited, including 

interest, if any, in the following cases:-

a. When any terms and condition of the contract is breached.

b. When the bidder fails to make complete supply as per rfp Scope.

This clause was also present in the RISL other rfp's like Big Data, Oracle Exadata, IBM PureApp 

etc..

As per RFP

104 53 Execution of Agreement a) A procurement contract shall come into 

force from the date on which the letter of 

acceptance or letter of intent is despatched to 

the bidder.

a) A procurement contract shall come into force from the date on which the agreement is 

executed on mutually accepted terms and conditions letter of acceptance or letter of intent is 

despatched to the bidder.

As per RFP

105 53 27.a) Execution of 

Agreement

A procurement contract shall come into force 

from the date on which the letter of 

acceptance or letter of intent is despatched to 

the bidder.

Request to amend the exisitng clause as below:

A procurement contract shall come into force from the date on which the agreement is signed.

This clause was also present in the RISL other rfp's like Big Data, Oracle Exadata, IBM 

PureApp, E-Sanchaar etc..

As per RFP
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106 55 5.30. Interference with 

Procurement Process

A bidder, who: -

a) withdraws from the procurement process 

after opening of financial bids;

b) withdraws from the procurement process 

after being declared the successful bidder;

c) fails to enter into procurement contract 

after being declared the successful bidder;

d) fails to provide performance security or 

any other document or security required in 

terms of the bidding documents after being 

declared the successful bidder, without valid 

grounds,

shall, in addition to the recourse available in 

the bidding document or the contract, be 

punished with fine which may extend to fifty 

lakh rupees or ten per cent of the assessed 

value of procurement, whichever is less.

Request modification as below:

A bidder, who: -

a) withdraws from the procurement process after opening of financial bids;

b) withdraws from the procurement process after being declared the successful bidder;

c) fails to enter into procurement contract after being declared the successful bidder;

d) fails to provide performance security or any other document or security required in terms of 

the bidding documents after being declared the successful bidder, without valid grounds,

shall, in addition to be punished as per  the recourse available in the bidding document or the 

contract, be punished with fine which may extend to fifty lakh rupees or ten per cent of the 

assessed value of procurement, whichever is less.

As per RFP

107 57 Debarment from Bidding a) A bidder shall be debarred by the State 

Government if he has been convicted of an 

offence

a. under the Prevention of Corruption Act, 

1988 (Central Act No. 49 of 1988); or

b. under the Indian Penal Code, 1860 (Central 

Act No. 45 of 1860) or any other law for the 

time being in force, for causing any loss of life 

or property or causing a threat to public 

health as part of execution of a public 

procurement contract.

a) A bidder shall be debarred by the State Government if he has been convicted of an offence

a. under the Prevention of Corruption Act, 1988 (Central Act No. 49 of 1988); or

b. under the Indian Penal Code, 1860 (Central Act No. 45 of 1860) or any other law for the time 

being in force, for causing any loss of life or property or causing a threat to public health as part 

of execution of a public procurement contract.

As per RFP

108 57 Debarment from Bidding d) Where the entire bid security or the entire 

performance security or any substitute 

thereof, as the case may be, of a bidder has 

been forfeited by a procuring entity in respect 

of any procurement process or procurement 

contract, the bidder may be debarred from 

participating in any procurement process 

undertaken by the procuring entity for a 

period not exceeding three years.

d) Where the entire bid security or the entire performance security or any substitute thereof, as 

the case may be, of a bidder has been forfeited by a procuring entity in respect of any 

procurement process or procurement contract, the bidder may be debarred from participating 

in any procurement process undertaken by the procuring entity for a period not exceeding 

three years.

As per RFP

109 58 GENERALTERMS AND 

CONDITIONS OF TENDER 

&CONTRACT

Subcontractor” means any natural person, 

private or government entity, or a 

combination of the above, including its legal 

successors or permitted assigns, to whom any 

part of the Services to be delivered or 

execution of any part of the related services is 

subcontracted by the successful/ selected 

bidder.

Manpower subcontracting is allowed or not. Refer Updated RFP
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110 59 6) Scope of Service 

Delivery

b) Unless otherwise stipulated in the 

Contract, the scope of service shall include all 

such items not specifically mentioned in the 

Contract but that can be reasonably inferred 

from the Contract as being required for 

attaining delivery and completion of the 

services as if such items were expressly 

mentioned in the Contract.

Bidder submits that the scope of service shall not include items specifically excluded or 

specified to be provisioned by the Purchaser as per the bid submission documents

As per RFP

111 59 4 Any sort of Joint Venture of Consortium is not 

allowed.

As this two part solution bid , One for Infra Solution and Other for eSign Solution , So it is good 

idea to have consortium so that mid level player having expertise in respective field can 

particpate in the tender and encourage more bidding participation.

As per RFP

112 59 6) Scope of Service 

Delivery

a) Subject to the provisions in the bidding 

document and contract, the services to be 

delivered shall be as specified in the bidding 

document.

b) Unless otherwise stipulated in the 

Contract, the scope of service shall include all 

such items not specifically mentioned in the 

Contract but that can be reasonably inferred 

from the Contract as being required for 

attaining delivery and completion of the 

services as if such items were expressly 

mentioned in the Contract.

Request to remove the sub clause under strike-through

a) Subject to the provisions in the bidding document and contract, the services to be delivered 

shall be as specified in the bidding document.

b) Unless otherwise stipulated in the Contract, the scope of service shall include all such items 

not specifically mentioned in the Contract but that can be reasonably inferred from the 

Contract as being required for attaining delivery and completion of the services as if such items 

were expressly mentioned in the Contract.

Any new addition to scope not originally agreed at the time of contract signing shall be 

mutually agreed upon pursuant to the Change request mechanism.

As per RFP

113 60 12 The copyright/IPR in all drawings, design 

documents, source code and other materials 

containing data and information furnished to 

the Purchaser by the Selected Bidder herein 

shall remain vested in RISL, or, if they are 

furnished to the Purchaser directly or through 

the Selected Bidder by any third party, 

including suppliers of materials, the 

copyright/IPR in such materials shall remain 

vested in RISL.

In this case the OEM will be providing their own Commercial Off the Shelf (COTS) products.  

Therefore  the IP, including source code, always remains as property of the OEM only and is not 

shared with an outside party (Customer/partner). The software products supplied are usually 

covered under the OEMs standard End User License Agreements (EULA) which clearly defines 

the license agreements. Ideally this IPR/Source code etc if required should be applicable only 

for any custom bespoked developed code for Raj Comp and not for a COTS solution. We 

recommend that RajComp ammends this clause accordingly.

Refer Updated RFP

114 60 11) Taxes & Duties a) The TDS, Raj-VAT, Service Tax etc., if 

applicable, shall be deducted at source/ paid 

by RISL as per prevailing rates.

b) If any tax exemptions, reductions, 

allowances or privileges may be available to 

the successful/ selected bidder in India, the 

Purchaser shall use its best efforts to enable 

the successful/ selected bidder to benefit 

from any such tax savings to the maximum 

allowable extent.

Bidder submits that any changes to taxes both applicability and the tax rates shall be passed on 

to the Purchaser at the time of actual billing

As per RFP
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115 60 12) Copyright/IPR

27) IPR

(12) The copyright/IPR in all drawings, design 

documents, source code and other materials 

containing data and information furnished to 

the Purchaser by the Selected Bidder herein 

shall remain vested in RISL, or, if they are 

furnished to the Purchaser directly or through 

the Selected Bidder by any third party, 

including suppliers of materials, the 

copyright/IPR in such materials shall remain 

vested in RISL.

(27) RISL shall own and have a right in 

perpetuity to use all Intellectual Property 

Rights which have arisen out of or in 

connection with the implementation of this 

Contract, including all processes, products, 

software, specifications, reports, drawings 

and other documents which have been 

developed by the Bidder during the 

performance of Services and for the purposes 

of inter-alia use or sub-license of such 

Services under this Contract.

It is submitted that the Bidder shall own the IPR in all deliverables and RISL will be licensed with 

all the requisite rights to use the deliverables for the purpose as required from the Agreement. 

Refer Updated RFP

116 60 10.Recoveries from 

Supplier/ Selected Bidder

b) Amount may also be withheld to the extent 

of short supply and rejected articles and in 

case of failure in satisfactory replacement by 

the supplier along with amount of liquidated 

damages shall be recovered from his dues 

and security deposit available with RISL. 

b) Amount may also be withheld to the extent of short supply and rejected articles and in case 

of failure in satisfactory replacement by the supplier along with amount of liquidated damages 

shall be recovered from his dues and security deposit available under this contract with 

tendering authority.

These changes were accepted by RISL finance team and department in SDC expansion rfp 

(refer rfp number # F4.9 (213)/RISL/Tech/MISC/2014/11176 dated 02.03.2015) after multiple 

deliberations. 

Request you to amend the clause in the rfp. Above given clause is taken from the SDC expansion 

rfp.

As per RFP

117 61 15) Liquidated Damages 

(LD)

The maximum amount of agreed liquidated 

damages shall be 10%.

Bidder submits that the maximum amount of agreed liquidated damages shall be 10% of the 

CAPEX value

As per RFP

118 61 16) Settlement of 

Disputes

As per the provision of the Arbitration and 

Conciliation Act, 1996

It is requested that prior to approaching the arbitrator, the Parties need to attempt at amicable 

resolution through a 3 tier escalation matrix with clear timelines for resolution at each tier of 

escalation. It is only upon a failure to resolve amicably that the dispute is to be referred to 

arbitration.

As per RFP

119 61 Confidential Information The provisions of this clause shall survive 

completion or termination, for whatever 

reason, of the Contract.

The provisions of this clause shall survive  for 3 years from completion or termination, for 

whatever reason, of the Contract.

As per RFP
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120 61 14) Delivery period & 

Extent of Quantity – 

Repeat Orders

a) The time specified for delivery shall be 

deemed to be the essence of the contract and 

the successful bidder shall arrange service 

delivery within the period on receipt of the 

firm order from the Purchase Officer.

b) The selected bidder shall arrange delivery 

within the stipulated time period.

c) If the orders are placed in excess of the 

quantities, the bidder shall be bound to meet 

the required delivery. Repeat orders may also 

be placed on the rate and conditions given in 

the bidding document. If the bidder fails to do 

so, the Purchase Officer shall be fee to 

arrange for the balance supply by limited 

tender or otherwise and the extra cost 

incurred shall be recoverable from the bidder.

a) The time specified for delivery shall be deemed to be the essence of the contract and the 

successful bidder shall arrange service delivery within the period on receipt of the firm order 

from the Purchase Officer.

b) The selected bidder shall arrange delivery within the stipulated time period.

c) If the orders are placed in excess of the quantities, the bidder shall be bound to meet the 

required delivery. Repeat orders may also be placed on the rate and conditions agreed in the 

change request process. given in the bidding document. If the bidder fails to do so, the 

Purchase Officer shall be fee to arrange for the balance supply by limited tender or otherwise 

and the extra cost incurred shall be recoverable from the bidder. However, any such extra cost 

recoverable shall not exceed 5% of the price of the component.

As per RFP

121 62 18) Patent Indemnity (a)The selected bidder shall, subject to the 

Purchaser’s compliance with sub-clause (b) 

below, indemnify and hold harmless the 

Purchaser and its employees and officers 

from and against any and all suits, actions or 

administrative proceedings, claims, demands, 

losses, damages, costs, and expenses of any 

nature, including attorney’s fees and 

expenses, which the Purchaser may suffer as 

a result of any infringement or alleged 

infringement of any patent, utility model, 

registered design, trademark, copyright, or 

other intellectual property right registered or 

otherwise existing at the date of the Contract 

by reason of: -

i. the delivery of services by the selected 

bidder or the use of the Goods in the country 

where the Site is located; and

ii. the sale in any country of the products 

produced by the Goods.

It is requested that the claims in this clause be limited to 3rd party claims.

Also sub-clause (a)(ii) is to be deleted.

As per RFP
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122 62 19) Limitation of Liability Except in cases of gross negligence or wilful 

misconduct

b) the aggregate liability of the supplier/ 

selected bidder to the Purchaser, whether 

under the Contract, in tort, or otherwise, shall 

not exceed the amount specified in the 

Contract, provided that this limitation shall 

not apply to the cost of repairing or replacing 

defective equipment, or to any obligation of 

the supplier/ selected bidder to indemnify the 

Purchaser with respect to patent 

infringement.

IT is requested to delete the phrase "Except in cases of gross negligence or wilful misconduct" 

for the purpose of sub-clause (a).

Bidder submits that the cost of repairing or replacing defective equipment is to be clarified as 

that relating to the repairs during the eligible warranty/support/AMC period.

As per RFP

123 63 21) Change Orders and 

Contract Amendments

(a) The Purchaser may at any time order the 

supplier/ selected bidder through Notice in 

accordance with clause “Notices” above, to 

make changes within the general scope of the 

Contract…

(b) Any claims by the supplier/ selected 

bidder for adjustment under this clause must 

be asserted within thirty (30) days from the 

date of the supplier’s/ selected bidder’s 

receipt of the Purchaser’s change order.

It is requested to state that all Change Orders and Amendments  shall be mutually agreed and 

signed by both Parties prior to implementation of the change by the Bidder. In cases of 

exigencies where the Bidder is requested to implement a change prior to mutual sign off 

involving changes to schedules, prices etc., it shall be attempted by both Parties to complete 

the Change Order execution and Amendment execution within a period of 30 days, failing which 

the changes shall no longer be implemented by the Bidder.

As per RFP

124 63 22) Termination (a) Termination For Default - Notice period of 

30 days

(c) Termination for Convenience - by 30 day 

notice

(a) For default, only a Notice period of 30 days has been provided. It is requested that a Cure 

Period of 30 days be provided in the event of such defaults.

Bidder submits that in case of termination for whatever reason, bidder shall be paid for the 

products and serivces delivered till the effective date of termination

(c) In case of Convenience, it is requested that a minimum 60 day period of notice is required 

and the clause be revised accordingly.

As per RFP

125 63 Change Orders and 

Contract Amendments

c) Prices to be charged by the supplier/ 

selected bidder for any related services that 

might be needed but which were not included 

in the Contract shall be agreed upon in 

advance by the parties and shall not exceed 

the prevailing rates charged to other parties 

by the supplier/ selected bidder for similar 

services.

Request modification as below:

c) Prices to be charged by the supplier/ selected bidder for any related services that might be 

needed but which were not included in the Contract shall be agreed upon in advance by the 

parties and shall not exceed the prevailing rates charged to other parties by the supplier/ 

selected bidder for similar services.

As per RFP

126 63 Termination for Default The procuring authority  may, without 

prejudice to any other remedy for breach of 

contract, by a written notice of default of at 

least 30 days sent to the supplier/ selected 

bidder, terminate the contract in whole or in 

part:

The procuring authority  may, without prejudice to any other remedy for breach of contract, by 

a written notice of default and a cure period of at least 30 days sent to the supplier/ selected 

bidder, terminate the contract in whole or in part:

As per RFP
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127 63 c) Termination for Default 

& Convenience

Refer RFP Request you to add the below in both the existing clause (Default & Convienence):

As on effective date of termination, Tendering Authority shall pay:

a. the unpaid value of all the assets supplied by the Bidder and accepted by the purchaser in 

accordance with the RFP specifications in order to take over the possession of the assets / 

application.

b. all the services delivered by the Bidder and accepted by the purchaser, the consideration 

payable shall be based on service rate as per agreement.

This clause was also present in the othe RISL rfp's like Big Data, Oracle Exadata, IBM PureApp, 

E-Sanchaar etc..

As per RFP

128 64 Termination for Default Refer RFP Kindly add" 

In the event of termination by owner, the Bidder shall be paid for the:

1. goods delivered

2. services rendered

3. work in progress

4. unpaid AMCs

5. third party orders in pipeline which cannot be cancelled despite Bidder's best efforts

5. unrecovered investments shall be paid by customer as per termination schedule

till the date of termination.

As per RFP

129 64 Exit Management ii. The selected bidder, if not already done, 

will transfer all the Software Licenses under 

the name of RISL as desired by the procuring 

entity during the exit management period.

Bidder assumes that the title of ownership and risk of the goods supplied under this Contract is 

passed onto Customer on delivery of the material at the Customer location.

As per RFP

130 69 7.1 Acceptance Criteria RISL shall, after receipt of Bidder’s notice, 

either issue an installation certificate, stating 

that the system, or major component or 

subsystem (if Acceptance by major 

component or subsystem) has achieved 

Installation by the date of Bidder’s notice 

under or notify Bidder in writing of any 

defects and/or deficiencies, including, but not 

limited to, defects or deficiencies in the 

interoperability or integration of the various 

components and/or subsystems making up 

the System.

Bidder requests addition of the below subclause:

Services and/or deliverables shall be deemed to be fully and finally accepted by Customer in the 

event when Customer has not submitted its acceptance or rejection response in writing to 

Bidder within 15 days from the date of installation/commissioning or when Customer uses the 

Deliverable in its business, whichever occurs earlier. Parties agree that Bidder shall have 15 days 

time to correct in case of any rejection by Client.

As per RFP

131 71 7.1 Acceptance criteria

6. Go Live of Complete 

System

At least 5000 DSC’s should be issued 

successfully by the installed system. 

Please clarify if the issuance of 5000 certificates is the criteria for providing a sign off on the 

project.

Considering the infrastructure is for a State government, teh above clause is requested to be re-

evaluated. as there is no clarity whether this certificate issuance is meant for the eSign CA or 

the Traditional CA.

It would be prudent to consider a cutoff period of 45 days instead.

Refer Updated RFP
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132 71 7.2 Payment Terms and 

Schedule

7.2.2 RISL will release the payment after 

receiving the undisputed invoice on 

completion of the phase / period to the 

satisfaction of RISL, after deduction of any 

charges such as penalties as per “Section 10: 

SERVICE LEVEL AGREEMENT” etc. No advance 

payments will be made. Further, it may be 

noted that the mentioned criteria is only for 

the purpose of effecting agreed price 

payment. The selected Bidder shall cover the 

entire scope including deliverables 

mentioned in the RFP.

Request addition in the clause as below:

c) Due payments shall be made promptly by the purchaser within 30 days , after submission of 

an invoice or request for payment by the supplier/ selected bidder. Any delay in payment for 

the undisputed amount shall attract an interest @ 12% per annum.

As per RFP

133 73 7.4.3     Services Priorities 

(RTO & RPO)

No data loss as PR and DR site shall be in sync Understand the distance between Jaipur (Primary Site) and Jodhpur (DR Site) is more than 300 

Km, sync replication between the site will be challenge. Please confirm.

Refer Updated RFP

134 81 SLA for End user Helpdesk 

Services

SLA 4.5.3.7 Helpdesk Services talks about Internal Help desk support but the SLA asked in the 

section 7.4.9 talks about End user help desk. Request RajComp to confirm both are same?

Is there a separate help desk support required for supporting ASP's, AUA's, etc? 

Refer Updated RFP

135 82 7.4.10 SLA for EMS, Log 

and Service Desk 

Monitoring

All events must be monitored and resolved on 

a 24x7 basis. The EMS system shall cover the 

following :

1. Virus/Malware outbreak

2. Application/Website uptime and 

performance monitoring

3. All hardware/Infrastructure uptime and 

performance  monitoring

4. Customer account related incidents

5. Customer inquiries.

The EMS components is primarily for Infrastructure & Business Service Monitoring & respective 

Service Level Management. Thus request you to relocate Virus / Malware outbreak to NIC eSign 

Security Infrastruture requirement. 

Please rephrase this as: 

"All events must be monitored and resolved on a 24x7 basis. The EMS system shall cover the 

following :

1. Application/Website uptime and performance monitoring

2. All hardware/Infrastructure uptime and performance monitoring

3. Customer account related incidents "

As per RFP

136 88 7.4 SLAs for the Post-

Implementation Phase

• The total penalty on the selected bidder 

shall not be more than 10% of the Project 

Value

• The total penalty on the selected bidder shall not be more than 10% 5% of the Project Value 

value of O&M

As per RFP

137 90 ANNEXURE-2: BILL OF 

MATERIALS

Database Security is a relative term and looking at maturity level of RISL's ongoing projects like 

Bhamasha, e-Mitra, RajSmapark etc we understand highly recommend that security of Raj eSign 

Digital Signature project can't be compromised.  We recommend secured underlying DB 

platform of Oracle Exadata to get integrated, best secured & high performance platform.  

Exadata service are now available multiple options i.e. OEM cloud (subscription), customer-

premises (OEM cloud – Subscription) / on-premises  (perpetual).

Refer Updated RFP

138 90 ANNEXURE-2: BILL OF 

MATERIALS

Database Both given RDBMS will not give adequate security and we request you to kindly specified 

ORACLE DB with security, manageability, performance options like Advanced Security Option, 

Database Vault, Audit Vault and Database Firewall, RAC, DP, TP, Exadata in memory, Advanced 

Compression, Partitioning, Exadata Multitenant, Exadata Software, DBLM, DBCM etc.

As per RFP
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139 90 ANNEXURE-2: BILL OF 

MATERIALS

Database If RISL gives options to bidder to opt among two/three RDBMS, bidder will go best least cost 

product to win instead of best secured product therefore we request you to kindly specified 

world # 1 secure RDBMS ORACLE along with its security options ONLY to be quoted in this 

project. It will also help in having apple to apple comparison among the bidders. 

As per RFP

140 90 ANNEXURE-2: BILL OF 

MATERIALS

Operating System We request you to allow Oracle Enterprise Linux in addition to Red Hat Enterprise License As per RFP

141 90 Pt. No. 13 SSL Server Hardware Please provide the specification for SSL Server Hardware Refer Updated RFP

142 90 Pt. No. 14 Back-up Server Hardware Please provide the specification for Backup Server Hardware Refer Updated RFP

143 90 Pt. No. 15, 16 Desktop, Laptops Please provide the specification for Desktop & Laptop requirement. Refer Updated RFP

144 90 Annexure 2- Bill of 

material

Log Collection-100 Devices  and Management 

Software-200 Devices

Log collection and Managemnet Software mention on Point no. 7 and 8 single product term as 

"Log Collection & Management Software". If a different management software is needed, 

please share the specifications for the same. 

Refer Updated RFP

145 90 BILL OF MATERIALS Management Software If the OEMs have different licensing model for management software, can the bidder allowed to 

change the Unit of Measurement in the BOM?

Refer Updated RFP

146 90 Annexure-2 Bill of Materials Component 1 : Red Hat Enterprise , Component 10 : Database. Suggested : Bidder/OEM should 

be given flexibility to propose required OS/DB per application considering scale of CA/eSign

Refer Updated RFP

147 90 Pt. No. 13 SSL Server Hardware Please provide the specification for SSL Server Hardware Refer Updated RFP

148 90 Pt. No. 14 Back-up Server Hardware Please provide the specification for Backup Server Hardware Refer Updated RFP

149 90 Pt. No. 15, 16 Desktop, Laptops Please provide the specification for Desktop & Laptop requirement. Refer Updated RFP

150 90 Pt. No. 13 SSL Server Hardware Please provide the specification for SSL Server Hardware Refer Updated RFP

151 90 Pt. No. 14 Back-up Server Hardware Please provide the specification for Backup Server Hardware Refer Updated RFP

152 90 Pt. No. 15, 16 Desktop, Laptops Please provide the specification for Desktop & Laptop requirement. Refer Updated RFP

153 90 Annexure-2 Bill of Materials Component 1 : Red Hat Enterprise , Component 10 : Database. Suggested : Bidder/OEM should 

be given flexibility to propose required OS/DB per application considering scale of CA/eSign

Refer Updated RFP

154 90 ANNEXURE-2: BILL OF 

MATERIALS

Database Security is a relative term and looking at maturity level of RISL's ongoing projects like 

Bhamasha, e-Mitra, RajSmapark etc we understand highly recommend that security of Raj eSign 

Digital Signature project can't be compromised.  We recommend secured underlying DB 

platform of Oracle Exadata to get integrated, best secured & high performance platform.  

Exadata service are now available multiple options i.e. OEM cloud (subscription), customer-

premises (OEM cloud – Subscription) / on-premises  (perpetual).

Refer Updated RFP

155 90 ANNEXURE-2: BILL OF 

MATERIALS

Database Both given RDBMS will not give adequate security and we request you to kindly specified 

ORACLE DB with security, manageability, performance options like Advanced Security Option, 

Database Vault, Audit Vault and Database Firewall, RAC, DP, TP, Exadata in memory, Advanced 

Compression, Partitioning, Exadata Multitenant, Exadata Software, DBLM, DBCM etc.

Refer Updated RFP

156 90 ANNEXURE-2: BILL OF 

MATERIALS

Database If RISL gives options to bidder to opt among two/three RDBMS, bidder will go best least cost 

product to win instead of best secured product therefore we request you to kindly specified 

world # 1 secure RDBMS ORACLE along with its security options ONLY to be quoted in this 

project. It will also help in having apple to apple comparison among the bidders. 

Refer Updated RFP

157 90 ANNEXURE-2: BILL OF 

MATERIALS

Operating System We request you to allow Oracle Enterprise Linux in addition to Red Hat Enterprise License As per RFP
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158 90 ANNEXURE-2: BILL OF 

MATERIALS

Database Security is a relative term and looking at maturity level of RISL's ongoing projects like 

Bhamasha, e-Mitra, RajSmapark etc we understand highly recommend that security of Raj eSign 

Digital Signature project can't be compromised.  We recommend secured underlying DB 

platform of Oracle Exadata to get integrated, best secured & high performance platform.  

Exadata service are now available multiple options i.e. OEM cloud (subscription), customer-

premises (OEM cloud – Subscription) / on-premises  (perpetual).

Refer Updated RFP

159 90 ANNEXURE-2: BILL OF 

MATERIALS

Database Both given RDBMS will not give adequate security and we request you to kindly specified 

ORACLE DB with security, manageability, performance options like Advanced Security Option, 

Database Vault, Audit Vault and Database Firewall, RAC, DP, TP, Exadata in memory, Advanced 

Compression, Partitioning, Exadata Multitenant, Exadata Software, DBLM, DBCM etc.

As per RFP

160 90 ANNEXURE-2: BILL OF 

MATERIALS

Database If RISL gives options to bidder to opt among two/three RDBMS, bidder will go best least cost 

product to win instead of best secured product therefore we request you to kindly specified 

world # 1 secure RDBMS ORACLE along with its security options ONLY to be quoted in this 

project. It will also help in having apple to apple comparison among the bidders. 

Refer Updated RFP

161 90 ANNEXURE-2: BILL OF 

MATERIALS

Operating System We request you to allow Oracle Enterprise Linux in addition to Red Hat Enterprise License Refer Updated RFP

162 91 Annexure 2 Hyperconverged Virtual Machine 

Configuration

Please provid the details for IOPS and Throughput Capacity. Refer Updated RFP

163 91 Annexure 2 Hyperconverged Virtual Machine 

Configuration

Please provid the details for IOPS and Throughput Capacity. Refer Updated RFP

164 91 Annexure 2 Hyperconverged Virtual Machine 

Configuration

Please provid the details for IOPS and Throughput Capacity. Refer Updated RFP

165 92 Key Notes All Hardware is to be proposed with 5 year 

onsite warranty.

In the RFP for HCI Infra  it has been written that 3 years warranty on Page no. (Page No. 143, Pt. 

No. 17) where as on Page No. 92 it has been written that 5 years warranty to be provided. 

Please confirm the exact warranty period required.

Refer Updated RFP

166 92 Key Notes All Hardware is to be proposed with 5 year 

onsite warranty.

In the RFP for HCI Infra  it has been written that 3 years warranty on Page no. (Page No. 143, Pt. 

No. 17) where as on Page No. 92 it has been written that 5 years warranty to be provided. 

Please confirm the exact warranty period required.

Refer Updated RFP

167 92 Key Notes All Hardware is to be proposed with 5 year 

onsite warranty.

In the RFP for HCI Infra  it has been written that 3 years warranty on Page no. (Page No. 143, Pt. 

No. 17) where as on Page No. 92 it has been written that 5 years warranty to be provided. 

Please confirm the exact warranty period required.

Refer Updated RFP

168 92 Key Notes- All software excluding Open source & Core 

application’s product are to be quoted with 

perpetual licenses ONLY and including 5 year 

support subscription. For Core applications 

and open source product vendor has to quote 

the same in perpetual nature only.

What about Helpdesk tool, do we need to also provide helpdesk tool on the perpetual license or 

we can provide tool 'as a service'. 

Refer Updated RFP
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169 98 3.2 

(I - "Public Key 

Generation" - Point no. 4)

Technical Specifications for Digital Certificate 

Lifecycle Management

"The solution must support incorporation of 

new certificate profiles based on guidelines 

issued by CCA from time to time."

The above statement requires time based binding and should be changed as follows:

"The solution must support incorporation of new certificate profiles based on guidelines issued 

by CCA from time to time within the project timelines"

Refer Updated RFP

170 103 3.2 

(O - "Standards / 

References" - Public Key 

Signature Algorithm)

Technical Specifications for Digital Certificate 

Lifecycle Management

"Public Key Signature Algorithm - RSA-2048-

8192 bits, ECC, NIST P-256, P-384, or P-521"

The compliance check requires support for RSA-2048-8192 bits keys, however,  practically it 

may not be required for the next 10+ years, and hence, requires requires validation to an 

international standard.

Thus, the proposed solution should be allowed to support for RSA available up to 6144-bit keys.

Should be changed to as follows:

"Public Key Signature Algorithm - RSA-2048-6144 bits, ECC, NIST P-256, P-384, or P-521"

Refer Updated RFP

171 104 3.2 

(O - "Cryptographic 

Algorithm Support" - 

Point no. 5)

Technical Specifications for Digital Certificate 

Lifecycle Management

The proposed solution should have support at 

least for the following algorithms:

Cryptographic Functions - Signature

Cryptographic Algorithm - RSA-2048 to 8192 

Bits, ECC NIST P-256, P-384, or P-521

The compliance check requires support for RSA-2048-8192 bits keys, however,  practically it 

may not be required for the next 10+ years, and hence, requires  validation to an international 

standard.

Thus, the proposed solution should be allowed to support for RSA available up to 6144-bit keys.

Should be changed to as follows:

"Public Key Signature Algorithm - RSA-2048-6144 bits, ECC, NIST P-256, P-384, or P-521"

Refer Updated RFP

172 107 Annexure 3

3.3 Technical 

Specifications for Online 

Certificate Status (OCS)

2. The OCSP responder should be able to 

respond to any number of instances of CAs. 

Please specify the limit, if any. 

Our understanding is that the CA instances are limited to that of RISL. Please confirm. Refer Updated RFP

173 108 Annexure 3

3.3 Technical 

Specifications for Online 

Certificate Status (OCS)

9. In order to maintain interoperability for 

applications developed on various platform, 

frameworks, languages, it shall also have the 

provision to provide time stamping services 

as web services standards for easy integration 

into the applications. 

Please explain why timestamping is required as part of OCSP services Refer Updated RFP

174 115 Annexure 3

3.4 Technical 

Specifications for Time 

Stamping Authority (TSA)

28. The solution should have the provision to 

generate account statement of fee charged 

per token and to control (limit) and evaluate 

the consumption of time stamping service for 

each user. Fee per token should be 

configurable. 

This is a business functionality rather than a TSA server. Kindly consider removing the clause or 

shifting it to the business application.

Refer Updated RFP

175 116 Annexure 3

3.4 Technical 

Specifications for Time 

Stamping Authority (TSA)

37. The users are required to enroll to the 

system with their credentials (Name, email, 

Mobile No, organization, project details, a 

user id and password (should be stored in 

HMAC form) using Raj eSign Time Stamping 

Request Form

This is a business functionality rather than a TSA server. Kindly consider removing the clause or 

shifting it to the business application.

Refer Updated RFP

24 of 46



176 117 ANNEXURE-4: ESIGN 

TECHNICAL & 

FUNCTIONAL SPEC

A. AUTHENTICATION   AND DSC APPLICATION 

FORM

These clauses appear to be more of e-KYC requirement for subscribers while applying for digital 

certificate. The clauses are pertinent to the Registration Authority who would avail eSign 

services. Kindly shift them to CA's specifications.

The eSign server would not have access to application forms and would not be able to comply 

to generating or achiving the forms.

Refer Updated RFP

177 120 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

2 Should comply to standards FIPS 140-2 Level 3, CC EAL4+,ROHS, FCC part 15 Class B. FCC Part 15 

Class B is for domestic products , kindly also consider FCC part 15 class A for  industrial products

As per RFP

178 120 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

3 Key Exchange Symmetric Algorithm: AES, DES, Triple DES, RC2, RC4, RC5, SEED. The proposed 

HSM is FIPS 140-2 Level 3 certified.  As per FIPS 140-2 Level 3 compliance, RC2 & RC4 are not 

allowed and are fairly old also according to https://en.wikipedia.org/wiki/RC5 ,  it is potentially 

unsafe and successful brute force attacks have already  searched around 4% key space

Refer Updated RFP

179 120 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

6 Random Number Generation –FIPS 140-2 approved DRBG (SP 800-90 CTR mode). SP 800-90 is 

vendor specific certification

As per RFP

180 120 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

15,16 Support for minimum 1000 signatures per second for both RSA 2048 bit keys and ECC 256, 384, 

512 bit keys.

HSM should be scalable to support more signatures per second i.e. usable in cluster mode. Does 

that mean the above performance stated in s no. 15 (1000 for RSA 2048 or 1000 for ECC 256 or 

1000 for ECC 512)  is expected out of a single HSM so that cluster can deliver more than that. 

Also is the mentioned performance expected for RSA 2048 and ECC 256 and ECC 512 all three or 

any one of these algorithms.

As per RFP

181 120 ANNEXURE-5: Should comply to standards FIPS 140-2 Level 

3, CC EAL4+,ROHS, FCC part 15 Class B.

FCC Part 15 Class B is for domestic products , kindly also consider FCC part 15 class A for  

industrial products. "Please change it to - Should comply to standards FIPS 140-2 Level 3, CC 

EAL4+,ROHS, FCC part 15 Class A or Class B."

As per RFP

182 120 ANNEXURE-5: Key Exchange Symmetric Algorithm: AES, DES, 

Triple DES, RC2, RC4, RC5, SEED.

The proposed HSM is FIPS 140-2 Level 3 certified.  As per FIPS 140-2 Level 3 compliance, RC2 & 

RC4 are not allowed and are fairly old also according to https://en.wikipedia.org/wiki/RC5 ,  it is 

potentially unsafe and successful brute force attacks have already  searched around 4% 

keyspace. Kindly remove RC2, RC4, RC5 algorithm or make it optional 

Refer Updated RFP

183 120 ANNEXURE-5: Random Number Generation –FIPS 140-2 

approved DRBG (SP 800-90 CTR mode)

SP 800-90 is vendor specific certification. Kindly accept any other FIPS approved Random 

nymber generator and change this clause to 'Random Number Generation –FIPS 140-2 

approved' 

As per RFP
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184 120 ANNEXURE-5: Support for minimum 1000 signatures per 

second for both RSA 2048 bit keys and ECC 

256, 384, 512 bit keys.

HSM should be scalable to support more 

signatures per second i.e. usable in cluster 

mode.

Does that mean the above performance stated in s no. 15 (1000 for RSA 2048 or 1000 for ECC 

256 or 1000 for ECC 512)  is expected out of a single HSM so that cluster can deliver more than 

that. Also is the mentioned performance expected for RSA 2048 and ECC 256 and ECC 512 all 

three or any one of these algorithms.

As per RFP

185 120 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

Should comply to standards FIPS 140-2 Level 

3, CC EAL4+,ROHS, FCC part 15 Class B.

FCC Part 15 Class B is for domestic products , kindly also consider FCC part 15 class A for  

industrial products.

Please change it to - Should comply to standards FIPS 140-2 Level 3, CC EAL4+,ROHS, FCC part 

15 Class A or Class B.  According to FCC Digital devices fall into two categories -- Class A and 

Class B. Class A digital devices

are ones that are marketed exclusively for use in business, industrial and commercial

environments. Class B digital devices are ones that are marketed for use anywhere,

including residential environments. HSM dies fall in Industrial category and devices are used 

mainly in datacentre. So FCC class A certificate is required for HSMs. Considering either of two 

makes room for all HSM vendors for bidding.

As per RFP

186 120 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

Key Exchange Symmetric Algorithm: AES, DES, 

Triple DES, RC2, RC4, RC5, SEED.

The proposed HSM is FIPS 140-2 Level 3 certified.  As per FIPS 140-2 Level 3 compliance, RC2 & 

RC4 are not allowed and are fairly old also according to https://en.wikipedia.org/wiki/RC5 ,  it is 

potentially unsafe and successful brute force attacks have already  searched around 4% key 

space

Kindly remove RC2, RC4, RC5 algorithm or make it optional 

Refer Updated RFP

187 120 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

Random Number Generation –FIPS 140-2 

approved DRBG (SP 800-90 CTR mode)

SP 800-90 is vendor specific certification.

Kindly accept any other FIPS approved Random number generator and change this clause to 

'Random Number Generation –FIPS 140-2 approved'  According to 

https://en.wikipedia.org/wiki/NIST_SP_800-90A , NIST SP 800-90A ("SP" stands for "special 

publication") is a withdrawn and superseded publication by the National Institute of Standards 

and Technology with the title Recommendation for Random Number Generation Using 

Deterministic Random Bit Generators. Hence considering FIPS approved random number 

generator will be enough to ensure secure RNG.

As per RFP

188 120 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

Support for minimum 1000 signatures per 

second for both RSA 2048 bit keys and ECC 

256, 384, 512 bit keys.

HSM should be scalable to support more 

signatures per second i.e. usable in cluster 

mode.

Does that mean the above performance stated in s no. 15 (1000 for RSA 2048 or 1000 for ECC 

256 or 1000 for ECC 512)  is expected out of a single HSM so that cluster can deliver more than 

that. Also is the mentioned performance expected for RSA 2048 and ECC 256 and ECC 512 all 

three or any one of these algorithms. Considering the E-sign load and every government entity 

to use E-sign, the expected performance must be at least 6000 signatures with RSA 2048 and 

3000 signatures with all ECC key size (256, 384 and 521) is strongly recommended. This is 

vendor neutral as this performance can be easily achieved by clustering. This will showcase the 

readiness to accommodate future load.

As per RFP

189 121 ANNEXURE-5:TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

8,22  Keys are always stored securely in Hardware and never stored in software in any form. 

Complete hardware based storage of key material for entire Life cycle./Support for secure 

transit from one place to another place. Key material should be storable in encrypted files with 

key split/split forms for backup, cloning and easy transportation to disaster recovery site. Key 

transportation from one HSM to another HSM (same and different make). This conflicts with 

requirement no. 8 also Key transport to different make is subject to compatibility 

As per RFP
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190 121 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

24 HSM Appliance shall be network (TCP / IP) based appliance and must work as cluster. The key 

generation speed of HSM’s should be minimum two (02) key pair per second (RSA 2048 bits). Is 

the key generation speed required for single HSM so that cluster delivers more than that. 

s the key generation speed required for single HSM so that cluster delivers more than that. 

Is there any upper limit for no. of keys to be secured by HSM (eg: 5000, 10000)  simultaneously 

or we should consider no limit.

As per RFP

191 121 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

27 HSM OEM should have Engineering, R&D and Support in INDIA only , HSM OEM should be 

employing at-least 300 Engineers for R&D and Engineering in India (should have employees on 

OEM Payroll only). This is favoring specific vendor. For international companies, we cannot 

expect typical role functions and employees will be based in any single country and all are on 

OEM's payroll

As per RFP

192 121 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

28 Should have sold 100+ PKI (General Purpose) HSM in Year 2016 and used in major project like 

Adhaar, UPI etc. Request you to consider criterion like at least 3 e-sign related implementations 

or indolent in CA implementations in India etc. which is related to E-sign project

As per RFP

193 121 ANNEXURE-5: Support for secure transit from one place to 

another place. Key material should be 

storable in encrypted files with key split/split 

forms for backup, cloning and easy 

transportation to disaster recovery site. Key 

transportation from one HSM to another HSM 

(same and different make).

This conflicts with requirement no. 8 also Key transport to different make is subject to 

compatibility. Request you to change point  8 as 'Keys are always stored secured using 

Hardware and never comes clear in software according to CCA guidelines'. Then both point no. 

8 and point no. 22 can be satisfied. 

As per RFP

194 121 ANNEXURE-5: HSM Appliance shall be network (TCP / IP) 

based appliance and must work as cluster. 

The key generation speed of HSM’s should be 

minimum two (02) key pair per second (RSA 

2048 bits).

Is the key generation speed required for single HSM so that cluster delivers more than that. 

Is there any upper limit for no. of keys to be secured by HSM (eg: 5000, 10000)  simultaneously 

or we should consider no limit. 

As per RFP

195 121 ANNEXURE-5: HSM OEM should have Engineering, R&D and 

Support in INDIA only , HSM OEM should be 

employing at-least 300 Engineers for R&D and 

Engineering in India (should have employees 

on OEM Payroll only)

This is favouring specific vendor. For international companies, we cannot expect typical role 

functions and employees will be based in any single country and all are on OEM's payroll. 

Request you to remove this clause

As per RFP

196 121 ANNEXURE-5: Should have sold 100+ PKI (General Purpose) 

HSM in Year 2016 and used in major project 

like Adhaar, UPI etc.

This is favouring particular vendor. Participation in UPI cannot relate anyway with E-sign project.  

Request you to consider criterian like at least 3 e-sign related iplementations or involment in CA 

implementations in India etc. which is related to E-sign project

As per RFP

197 121 ANNEXURE-5: HSM OEM should have 24 x 7 support 

available directly from personnel from OEM 

in India (support employees should directly 

on the Payroll of OEM in India)

Certified partners may be made allowed to provide L1 or L2 support.. Request you to consider 

certified partners by OEM for providing support

As per RFP
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198 121 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

 Keys are always stored securely in Hardware 

and never stored in software in any form. 

Complete hardware based storage of key 

material for entire Life cycle./Support for 

secure transit from one place to another 

place. Key material should be storable in 

encrypted files with key split/split forms for 

backup, cloning and easy transportation to 

disaster recovery site. Key transportation 

from one HSM to another HSM (same and 

different make).

This conflicts with requirement no. 8 also Key transport to different make is subject to 

compatibility 

Request you to change point  8 as 'Keys are always stored secured using Hardware and never 

comes clear in software according to CCA guidelines'. Then both point no. 8 and point no. 22 

can be satisfied. According to definition of HSM, 

https://en.wikipedia.org/wiki/Hardware_security_module , it  is a physical computing device 

that safeguards and manages digital keys for strong authentication and provides crypto 

processing. It is not just a key store box, new technologies allow secure key management 

efficiently and with added benefits of key management. Considering the worthiness, CCA in 

India also published (attached) amendment in guidelines to use HSM for securing keys and not 

just storing. The suggested change will help accommodate both old and new technology, also 

points 8 and 22 mentioned in RFP remains unchanged and can be served by HSM.

As per RFP

199 121 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

HSM Appliance shall be network (TCP / IP) 

based appliance and must work as cluster. 

The key generation speed of HSM’s should be 

minimum two (02) key pair per second (RSA 

2048 bits).

Is the key generation speed required for single HSM so that cluster delivers more than that. 

Is there any upper limit for no. of keys to be secured by HSM (eg: 5000, 10000)  simultaneously 

or we should consider no limit. Faster key generation per second is the heart of the eSign 

project , Minimum 5 to 20 keys generation per second will help you is achieve desire load you 

planned . our experience in eSign project , we recommended to have at least minimum 10 key 

per sec generation for RSA 2048 will be able to take the load as well as save the cost of adding 

number of HSM's . 

As per RFP

200 121 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

HSM OEM should have Engineering, R&D and 

Support in INDIA only , HSM OEM should be 

employing at-least 300 Engineers for R&D and 

Engineering in India (should have employees 

on OEM Payroll only)

This is favoring specific vendor. For international companies, we cannot expect typical role 

functions and employees will be based in any single country and all are on OEM's payroll. We 

have global R& D support in UK and US as well as local R & D Support in India , In addition of this 

our local channel partners has their own development team. Most of the modern technologies 

do use experience from their world spread brainees and implementation is required more 

experienced and seniors and could not fit in country barrier.  This clause will limit bringing in 

latest technology around the world and use it in country.

As per RFP

201 121 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

Should have sold 100+ PKI (General Purpose) 

HSM in Year 2016 and used in major project 

like Adhaar, UPI etc.

Request you to consider criterion like at least 3 e-sign related implementations or indolent in 

CA implementations in India etc. which is related to E-sign project. We have sold 100 +  FIPS 140-

2 level 3 certified HSM in major project like --- eSign , UPI , Banking and Aadhar. Which support 

PKI as well ISO 8583 format. Since this is E-sign project, experience in E-sign project must be 

considered to bring-in releavent experience. 

As per RFP

202 121 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

Additional Clause We suggest that there should not be any limitations or restrictions to number of keys secured 

by HSM. This functionality is important considering that its an e-sign project and it will scale up 

in the near future.

As per RFP

203 121 ANNEXURE-5: TECHNICAL 

SPECIFICATIONS FOR 

HARDWARE SECURITY 

MODULE (HSM)

Additional Clause Wes suggest that HSM should have an ability to support and implement customized crypto 

algorithm. Customer can run their own designed algorithm inside secured boundary of HSM 

which suits their need of speed, security and compliance. 

As per RFP

204 122 ANNEXURE-6: TECHNICAL 

SPECIFICATIONS FOR 

CRYPTO USB TOKEN

FIPS 140-2 Level 2/3 Security Certification. We request to modify the same to "FIPS 140-2 Level 3 Full Boundary Certification and not 

limited to the Chip, for required security.

Refer Updated RFP

205 123 ANNEXURE-8: TECHNICAL 

SPECIFICATIONS FOR TOP 

OF THE RACK (TOR) 

SWITCH

sl no 2:Should have redundant internal power 

supplies redundant fans.

Suggest to amend the clause with redundant and HS power supplies and fans As per RFP
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206 123 ANNEXURE-8: TECHNICAL 

SPECIFICATIONS FOR TOP 

OF THE RACK (TOR) 

SWITCH

Sl no:4 - Switch should support of 320gbps of 

bandwidth (in addition to above asked ports 

and bandwidth) as and when required for 

future requirement to provide vPC /Virtual 

Fabric /Virtual Chassis interconnectivity

To provide vPC or virtual chassis functionality for switches, minimum 80 GBps is sufficient. And 

desirable to have 240Gbps if required. Hence request to revise the clause as " Switch should 

support of 240gbps of bandwidth (in addition to above asked ports and bandwidth) as and 

when required for future requirement to provide vPC /Virtual Fabric /Virtual Chassis 

interconnectivity"

As per RFP

207 123 ANNEXURE-8: TECHNICAL 

SPECIFICATIONS FOR TOP 

OF THE RACK (TOR) 

SWITCH

Sl no:8- Switch should have 16MB of packet 

buffer size for traffic to support huge file 

transfers

Request to revise the packet buffer to 12MB as the port to port switching latency is 

submicrosecond, hence heavy buffering is not required on the ports

As per RFP

208 123 ANNEXURE-8: TECHNICAL 

SPECIFICATIONS FOR TOP 

OF THE RACK (TOR) 

SWITCH

Sl no:11 -Should support switching latency of 

not more than to 0.5 micro second

Request  to revise the clause as " Should support switching latency of not more than to 0.6 

micro second

As per RFP

209 123 Pt. multihop FCOE will not be needed for HCI 

deployment

Please remove Refer Updated RFP

210 124 Firewall Connections 

supported shall be at 

least 6 million

What is the projection of Concurrent 

connections will generate for the Traffic 

passing through perimeter [Core] Firewall?

Firewall connections supported shall be at least 1.25 Million. After referring the Logical Setup 

on page 13 of RFP Doc and Analyzing quantities of Servers, Workstations, 5k Tokens. We 

assume at one point of time only 10% of Users from Internet shall hit the servers is only 500.  

Based on this assumption if we take x1000 times of concurrent connections, then also 

requirement is for only half a million. Now keeping 15% Incremental YoY in next 5 Years it will 

got to 875k only. Hence the requirement seems unrealistic. The traffic will be mostly in-bound. 

Also secure Zone already designed with 1+1 Redundant Clustered Setup. 

Refer Updated RFP

211 124 11 Unit should have option of at least 6 Core 

with specialized security processing.

Please change it to: Should support Multicore Processor + Appliance should have 8x 

10/100/1000 copper gigabit ports and option of 8 x 1- GbE SFP or 4 x 10-GbE SFP+.

As per RFP

212 124 7 Firewall connections supported shall be at 

least 6 million

What is the projection for Concurrent Connections will generate for the Traffic passing through 

Perimeter [Core] Firewall? Firewall connections supported shall be at least 1.25 Million

Refer Updated RFP

213 125 7 Switch should have minimum of 2GB of 

internal DRAM and 2G B flash memory.

The Switch hardware architecture and operating system differs across the OEM, Request to 

highlight the functional requirements if Flash memory mentioning minimum 1GB Flash Memory 

size. without compromising on hardware performance with enabling all software features 

enabled from day-1 

The DRAM as working Memory space in Switch supports performance enhancementment , 

managing multiple processes and handling large number of resource table. hence 

Requested Change: "Switch should have minimum of 4GB of internal DRAM and 1G B flash 

memory.."

As per RFP

214 125 8 Switch should have 16MB of packet buffer 

size for traffic to support huge file transfers.

Packet buffer memory differs across the OEM, Request to change minimum 12 MB of packet 

buffer to leading OEM to qualify in RFP. 

Request Change " Switch should have 12MB of packet buffer size for traffic to support huge 

file transfers."

As per RFP
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215 125 11 Should support switching latency of not more 

than to 0.5 micro second

Interface latency differs as per the 1/10/40G/100G interfce type. 

Requsted to change " Should support switching latency of not more than to Less than 1 micro 

second for 10Gbps Interface type.

As per RFP

216 125 25 Appliance should support Multiple WAN Link 

load balancing across multiple WAN 

interfaces using Round Robin, Spillover or 

Percentage based methods.

Appliance should support Multiple WAN Link load balancing across multiple WAN interfaces 

using Round Robin,

As per RFP

217 125 33 Appliance should support flow based AV 

scanning Technology.

Appliance should support flow/ Proxy based AV scanning Technology. As per RFP

218 126

Unit should have 

minimum 8 GB or Higher 

memory.

Unit should have minimum 8 GB and option 

to upgrade RAM as and if requried in future

Field upgradable RAM option helps improve performance of appliance without changing the 

whole hardware

Refer Updated RFP

219 126 Unit should have option 

of at least 6 Core with 

specialized security 

processing.

Unit should have option of at least 4 Core 

with specialized security processing.

Please reduce number of core as firewall thoughput asked is only 15 Gbps , 6 core firewall 

would give around 50 Gbps of throughput

Refer Updated RFP

220 128 7 Firewall connections supported shall be at 

least 4 million

What is the projection for Concurrent Connections will generate for the Traffic passing through 

Perimeter [Core] Firewall? After referring the Logical Setup on page 13 of RFP Doc and 

Analyzing quantities of Servers, Workstations, 5k Tokens. We assume at one point of time only 

10% of Users from Internet shall Hit the servers is only 500. Based on this assumption if we take 

x1000 times of Concurrent Connections, then also requirement is for only half a million. Now 

keeping 10% Incremental YoY in next 5 years it will go to 750k only. Hence the requirement 

seems unrealistic. The traffic will be mostly in-bound. Also Secure Zone already designed with 

1+1 Redundant Clustered setup.

Refer Updated RFP

221 128 10 Appliance should have 8x 10/100/1000 

copper gigabit ports and option of 8 x 1- GbE 

SFP and 4 x 10-GbE SFP+.Please change it to: 

Should support Multicore Processor + 

Appliance should have 8x 10/100/1000 

copper gigabit ports and option of 8 x 1- GbE 

SFP or 4 x 10-GbE SFP+.

Please Remove As per RFP

222 128 7 Firewall connections supported shall be at 

least 4 million

What is the projection for Concurrent Connections will generate for the Traffic passing through 

Perimeter [Core] Firewall? Firewall connections supported shall be at least 750k

Refer Updated RFP

223 128 The proposed system 

shall be able to operate 

on either Transparent 

(bridge) mode to 

minimize interruption to 

existing network 

infrastructure or 

NAT/Route mode.

The proposed system shall be able to operate 

on either Transparent (bridge) mode to 

minimize interruption to existing network 

infrastructure or NAT/Route mode. Must 

support Virtual UTM / NGFW with both 

NAT/Route and Transparent supported in 

virtualized mode.

Tender ask for various virtual platform so its critical that Firewall should also support virtual 

option so that tomorrow various servers can be protected by different set of rules and different 

level of routing can be applied according to requirement

Refer Updated RFP

30 of 46



224 128 Pt. 15 The appliance should support 802.1 Q 

trunking and minimum 500 VLANs

Please reduce the VLANs to 256 from 500 Refer Updated RFP

225 128 Annexure 10: Sr. No. 7 New connections/sec supported shall be 

more than 80,000

Replace with: "New connections/sec supported shall be more than 60,000" Refer Updated RFP

226 128 Annexure 10: Sr. No. 10 Appliance should have 8x 10/100/1000 

copper gigabit ports and option of 8 x 1- GbE 

SFP and 4 x 10-GbE SFP+.

Replace with: "Appliance should have 12x 1GbE copper ports,4x 1GbE SFP and 2x 10GbE SFP+ 

from Day One."

Refer Updated RFP

227 128 Annexure 10: Sr. No. 15 Appliance should support 802.IQ Trunking 

and should support minimum 500 Vlans.

Replace 500 Vlans with 256 Vlans Refer Updated RFP

228 128 Annexure 10: Sr. No. 22 Appliance should support Active-Active as 

well as  Active-Passive cluster High Availability 

deployment.

Replace with: "Appliance should support Active-Active/Active-Passive High Availability with 

Session/State Sync deployment."

Refer Updated RFP

229 129 25 Appliance should support Multiple WAN Link 

load balancing across multiple WAN 

interfaces using Round Robin, Spillover or 

Percentage based methods.

Appliance should support Multiple WAN Link load balancing across multiple WAN interfaces 

using Round Robin

As per RFP

230 130 34 Appliance should support flow based AV 

scanning Technology.

Appliance should support flow/ Proxy based AV scanning Technology. As per RFP

231 130 VPN throughput shall be 

at least 3 Gbps.

VPN throughput shall be at least 1 Gbps. 3 Gbps is too high for 6 Gbps firewall please reduce this. Refer Updated RFP

232 130 The Unit should have 

minimum 2 GB or Higher 

memory.

The Unit should have minimum 2 GB and 

option to upgrade RAM as and if requried in 

future

Field upgradable RAM option helps improve performance of appliance without changing the 

whole hardware

Refer Updated RFP

233 130 Appliance should have 8x 

10/100/1000 copper 

gigabit ports and option 

of 8 x 1- GbE SFP and 4 x 

10-GbE SFP+.

Appliance should have 8x 10/100/1000 

copper gigabit ports and option of 8 x 1- GbE 

SFP 

Please remove 10G requirement as firewall thoughput asked is only 6 Gbps. Having 10G 

interfaces will over load the firewall causing network outage.

Refer Updated RFP

234 132 The proposed system 

shall be able to operate 

on either Transparent 

(bridge) mode to 

minimize interruption to 

existing network 

infrastructure or 

NAT/Route mode.

The proposed system shall be able to operate 

on either Transparent (bridge) mode to 

minimize interruption to existing network 

infrastructure or NAT/Route mode.Must 

support Virtual UTM / NGFW with both 

NAT/Route and Transparent supported in 

virtualized mode.

Tender ask for various virtual platform so its critical that Firewall should also support virtual 

option so that tomorrow various servers can be protected by different set of rules and different 

level of routing can be applied according to requirement

Refer Updated RFP
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235 132 Annexure 10: Sr. No. 58 UTM/Firewall OEM shall be Recommended 

OEM by NSSLabs for atleast 3 consecutive 

years including 2016 and Shall be ICSALabs 

Certified Firewall. Recommending the said 

Labs validation, since we assume Deptt 

believe in procuring bast of the breed 

Technology product. And these labs do 

validate the claims of OEMs for performance 

and security level in the 

Perimeter/NGFW/UTM solutions offerings.

Remove this point as 58 and 59 no. are same Refer Updated RFP

236 134 20 Should Secure through unique browser 

virtualization, heuristic anti-phishing and 

malware site detection

Please Remove Refer Updated RFP

237 134 20 Should Support Browser Virtualization Please Remove Refer Updated RFP

238 135 26 Solution should have single console to 

Manage desktop AV, Servers , Mail and Web 

Gateway software solution

Please Remove Refer Updated RFP

239 135 42 Antivirus incremental pattern size should not 

be more than 5 KB and Sandbox technology 

should be used for browser exploit 

prevention to test the behavior of web pages 

in real time and detect any malicious script or 

program before the antivirus agent is exposed 

to threats

Please Remove Refer Updated RFP

240 136 Point number 45- 

ANNEXURE-11: 

TECHNICAL 

SPECIFICATIONS FOR ANTI-

VIRUS

Solution should be able to be managed from a 

central management console Antivirus 

solutions across operating systems and 

devices ( PCs, servers, mobile OS etc. )

Kindly provide clarity on Mobile OS - means os system for laptops or cellphone devices Refer Updated RFP

241 136 47 Simplifies administration with automated 

update deployment and license renewal 

Provides single sign-on, eliminating the need 

to logon to each product Consolidates data 

for a master view of Central Manager servers 

throughout the network

Please Remove Refer Updated RFP

242 136 50 Host based IDS/IPS should support virtual 

patching both known and unknown 

vulnerabilities until the next scheduled 

maintenance window.

Please Remove Refer Updated RFP
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243 136 51 Virtual Patching should be achieved by using a 

high-performance HIPS engine to intelligently 

examine the content of network traffic 

entering and leaving hosts.

Please Remove Refer Updated RFP

244 136 52 Should provide automatic recommendations 

against existing vulnerabilities, Dynamically 

tuning IDS/IPS sensors (Eg. Selecting rules, 

configuring policies, updating policies, etc...) 

And provide automatic recommendation of 

removing assigned policies if vulnerability no 

longer exists - For Example - If a patch is 

deployed

Please Remove Refer Updated RFP

245 136 55 The solution should protect against 

Distributed DoS attacks

Please Remove Refer Updated RFP

246 137 Annexure12 Log 

Management Point No. 5

Should  securely  make data  available for  

monitoring without  granting access to 

production systems.

Please remove Refer Updated RFP

247 137 Annexure12 Log 

Management Point No. 8

The product must provide some mechanism 

that guarantees delivery of events such that 

no events will get lost if the log management 

system is unavailable.

Please remove Refer Updated RFP

248 137 Annexure12 Log 

Management Point No. 

13

Monitor the logging status of all log sources 

to ensure that each source is enabled, 

configured properly, and functioning as 

expected.

Please remove Refer Updated RFP

249 138 Annexure 12 – Technical 

Specifications for Log 

Management / 42

Centralized Logging should support data 

retention up to 7 years.

For 7 years retention period, solution capability is required to be measured only OR does 

storage needs to be provisioned in PR and DR seperately and provided by bidder?

Refer Updated RFP
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250 138 ANNEXURE-12: 

TECHNICAL 

SPECIFICATIONS FOR LOG 

MANAGEMENT - Point 35

Transmission and storage of log data should 

be encrypted and follow the basic rules of 

Confidentiality, Integrity and Authentication.

Queries:-      

1 -  RFP has asked encryption at various different level like Database encryption, Backup 

encryption, Tape library encryption , log encryption etc. How we are Managing encryption key 

for all encryption requirement in RFP.

2- How all encryption key is secured? Any breach in encryption key will lead catostrophic effect 

and lead to loss of revenue & reputation.

3-  What is the encryption policy and how we are unanmously apply in all encryption point? For 

eg -  AES 128 should not be used in any system because its suggested as vulnerable in many 

encryption standard like NIST.

4 - Are we depending upon Native encryption of Database, Tape library , Applicaiton etc?

5 - Are we decoupling encrypted data and encryption key? If we will use native encryption 

encrypted data nd encryption key will sit together and anyone who can access data most likely 

get access to encryption key. Many standard like NIST suggest todecopule data encrypted key.

Suggestion:-

1 - Any breach in crypto management will lead to severe effect and can put project in complete 

jeoperdy. There should be

 Dededcated Centralized Crypto Key management  for project like eSign as it compile many PII 

informaiton of Indian citizen?

2 - All encryption key for database, File server, tape library and applications should be 

decoupled and kept secure in centralize FIPS Key Management. 

3-  Esign Authority should not rely on native encryption and should control complete key 

management of encryption across the project.

4 - Encryption key should be rotated periodically to eliminate any possible breach like brute 

force. This is not possible using Native encryption as it will create cilos of encryption and key 

rotation will be impossible. Key rotation is seamless in centralize key management solution.

As per RFP

251 138 Annexure12 Log 

Management Point No. 

27

Built-in tool to quickly find cause of an 

issue/alert.

Please remove Refer Updated RFP

252 138 Annexure12 Log 

Management Point No. 

28

The solution shall have readymade templates 

to generate reports like complete reports or 

attack reports, bandwidth report, intranet 

report etc.

Please remove Refer Updated RFP

253 138 Annexure12 Log 

Management Point No. 

29

Should have options to generate reports in 

different formats like HTML, PDF, XML, MS 

Word etc.

Please remove "MS Word" Refer Updated RFP

254 138 Annexure12 Log 

Management Point No. 

33

Should store logs both at system level and 

infrastructure level until purged so that if 

either the system or infrastructure fails, the 

other should still have the log data.

Please remove Refer Updated RFP

255 138 Annexure12 Log 

Management Point No. 

35

Transmission and storage of log data should 

be encrypted and follow the basic rules of 

Confidentiality, Integrity and Authentication.

Please remove Refer Updated RFP
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256 138 Annexure12 Log 

Management Point No. 

39

All network  communications  involving  log  

data  are  protected  appropriately  as 

needed.

Please remove Refer Updated RFP

257 138 Annexure12 Log 

Management Point No. 

41

Should support Log collection at PR and DR  

sites while forwarding logs to the Central Log 

Collector at the PR Site.

Please remove Refer Updated RFP

258 140 Annexure 3- Enterprise 

Management System

3- Fault Management- Should have self-

certification capabilities so that it can easily 

add support for new traps and automatically 

generate alarms.

Request you to please change it to The tool should support adding new devices for discovery 

and monitoring using SNMP walk or MIB

Refer Updated RFP

259 142 ANNEXURE-14: 

TECHNICAL 

SPECIFICATIONS FOR 

HYPER CONVERGED 

INFRASTRUCTURE

6. The solution shall provide scale-up (by 

adding SSD/disks) and scale- out (by adding 

nodes) architecture with no disruption to the 

workloads already running on the platform

All Hyperconverged systems are pre integrated appliances. Though we add more nodes, but 

adding drives are not recommended due to performance impact, hence Kindly ammend as-

"The solution shall provide  scale- out (by adding nodes) architecture with no disruption to 

the workloads already running on the platform"

As per RFP

260 142 ANNEXURE-14: 

TECHNICAL 

SPECIFICATIONS FOR 

HYPER CONVERGED 

INFRASTRUCTURE

11.The solution should provide enterprise 

data services such as de- duplication and 

compression with erasure coding completely 

in software without dependence on any 

proprietary hardware. These should be 

delivered in hybrid and/or all flash appliances 

and in the same cluster. These functionalities 

should be part of the proposed solution and 

licensed.

Erasure coding is implemeted by few OEMs and RAID is implemented by HPE HyperConverged 

Systems for achieving availability, Kindly ammend as- 

"The solution should provide enterprise data services such as de- duplication and 

compression with erasure coding or RAID . These should be delivered in hybrid and/or all 

flash appliances and in the same cluster. These functionalities should be part of the proposed 

solution and licensed."

As per RFP

261 142 ANNEXURE-14: 

TECHNICAL 

SPECIFICATIONS FOR 

HYPER CONVERGED 

INFRASTRUCTURE

16. The hyper-converged appliance should 

support at least four hypervisor. (Microsoft, 

Vmware, Open KVM, Xenserver)

VMware and Microsoft Hyper-V are widely deployed in the enterprise datacenters due to their 

featues and functionilities. Hence requesting to modify with these two Hypervisors, Hence 

Kindly Ammend-

"The hyper-converged appliance should support at least two hypervisor. (Microsoft, 

VMware)

As per RFP

262 143 Annexure 14, Pt. 16 Technical Specification for Hyperconverged 

Infrastructure

In the HCI Specification; support has been asked for multiple hypervisor suppport but which 

hypervisor eactly is going to be used in HCI environment.

As per RFP

263 143 Annexure 14, Pt. 16 Technical Specification for Hyperconverged 

Infrastructure

Acropolis Hypervisor (Linux Hypervisor) is by default bundled with Hardware; hence kindly 

include Acropolis Hypervisor (AHV) also in the supported hypervisor list.

Refer Updated RFP

264 143 Annexure 14, Pt. 16 Technical Specification for Hyperconverged 

Infrastructure

In the HCI Specification; support has been asked for multiple hypervisor suppport but which 

hypervisor eactly is going to be used in HCI environment.

As per RFP

265 143 Annexure 14, Pt. 16 Technical Specification for Hyperconverged 

Infrastructure

Acropolis Hypervisor (Linux Hypervisor) is by default bundled with Hardware; hence kindly 

include Acropolis Hypervisor (AHV) also in the supported hypervisor list.

Refer Updated RFP
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266 143 Annexure 14, Pt. 16 Technical Specification for Hyperconverged 

Infrastructure

In the HCI Specification; support has been asked for multiple hypervisor suppport but which 

hypervisor eactly is going to be used in HCI environment.

Refer Updated RFP

267 143 Annexure 14, Pt. 16 Technical Specification for Hyperconverged 

Infrastructure

Acropolis Hypervisor (Linux Hypervisor) is by default bundled with Hardware; hence kindly 

include Acropolis Hypervisor (AHV) also in the supported hypervisor list.

Refer Updated RFP

268 145 Annexure -15 Backup software must be present as Leaders 

in latest Gartner’s Magic Quadrant Report.

We would like to humbly submit that HPE Data Protector is HPE flagship enterprise level backup 

and recovery software with more than 40,000 customers worldwide. Some of the leading 

institutions and organisations like the State Bank of India, Bank of Baroda, Indian Navy, Bank of 

India etc. are enterprise level Data Protector users for many many 10 years, backing up 

hundreds of servers.

Gartner has positioned Data Protector in the Challenger’s quadrant. Please relax the clause to 

challengers also for maximum participation.

Kindlu ammend the clause as -

"Backup software must be present as Leaders/Challenger's  in latest Gartner’s Magic 

Quadrant Report.

As per RFP

269 145 ANNEXURE-15: 

TECHNICAL 

SPECIFICATIONS FOR 

BACKUP SOFTWARE - 

point 9

The offered software must have more than 

three Encryption algorithms (like 128 bit AES, 

256 BIT AES etc.) and it should not demand 

for additional license, any such license if 

needed should be quoted for the total backup 

capacity license.

Queries:-      

1 -  RFP has asked encryption at various different level like Database encryption, Backup 

encryption, Tape library encryption , log encryption etc. How we are Managing encryption key 

for all encryption requirement in RFP.

2- How all encryption key is secured? Any breach in encryption key will lead catostrophic effect 

and lead to loss of revenue & reputation.

3-  What is the encryption policy and how we are unanmously apply in all encryption point? For 

eg -  AES 128 should not be used in any system because its suggested as vulnerable in many 

encryption standard like NIST.

4 - Are we depending upon Native encryption of Database, Tape library , Applicaiton etc?

5 - Are we decoupling encrypted data and encryption key? If we will use native encryption 

encrypted data nd encryption key will sit together and anyone who can access data most likely 

get access to encryption key. Many standard like NIST suggest todecopule data encrypted key.

Suggestion:-

1 - Any breach in crypto management will lead to severe effect and can put project in complete 

jeoperdy. There should be

 Dededcated Centralized Crypto Key management  for project like eSign as it compile many PII 

informaiton of Indian citizen?

2 - All encryption key for database, File server, tape library and applications should be 

decoupled and kept secure in centralize FIPS Key Management. 

3-  Esign Authority should not rely on native encryption and should control complete key 

management of encryption across the project.

4 - Encryption key should be rotated periodically to eliminate any possible breach like brute 

force. This is not possible using Native encryption as it will create cilos of encryption and key 

rotation will be impossible. Key rotation is seamless in centralize key management solution.

As per RFP

270 146 Annexure 16; Pt. 16 Technical Specification for Tape Library It has been asked for 8G FC Tape Library but no SAN Switch has been asked in the Solution. How 

the connectivity will get established for Tape Library.

As per RFP
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271 146 Annexure - 16 - Tape 

Library

Should be offered with two LTO6 FC tape 

drives supporting LTFS and AES 256-bit 

encryption.

With the current specification and scalability asked in the RFP, tape library should have option 

of more scalability in terms of drives. This will help in reducing the backup window as data 

grows .

Please change this to " Should be offered with two LTO6 FC tape drives supporting LTFS and 

AES 256-bit encryption and should be scalable to 4 drives."

As per RFP

272 146 Annexure - 16 - Tape 

Library

Should be offered with 24 Cartridge slots. As per the capacity asked 48 slots scalability should be considered  looking at the scalability 

clause asked in other Items.

Please change this to " Shloud be offered with 24 Cartridge slot and scalable to 48 slots"

As per RFP

273 146 Annexure 16; Pt. 16 Technical Specification for Tape Library It has been asked for 8G FC Tape Library but no SAN Switch has been asked in the Solution. How 

the connectivity will get established for Tape Library.

Refer Updated RFP

274 146 Annexure 16; Pt. 16 Technical Specification for Tape Library It has been asked for 8G FC Tape Library but no SAN Switch has been asked in the Solution. How 

the connectivity will get established for Tape Library.

As per RFP

275 146 ANNEXURE-16: 

TECHNICAL 

SPECIFICATIONS FOR 

TAPE LIBRARY - Point 2

Should be offered with two LTO6 FC tape 

drives supporting LTFS and AES 256-bit 

encryption.

Queries:-      

1 -  RFP has asked encryption at various different level like Database encryption, Backup 

encryption, Tape library encryption , log encryption etc. How we are Managing encryption key 

for all encryption requirement in RFP.

2- How all encryption key is secured? Any breach in encryption key will lead catostrophic effect 

and lead to loss of revenue & reputation.

3-  What is the encryption policy and how we are unanmously apply in all encryption point? For 

eg -  AES 128 should not be used in any system because its suggested as vulnerable in many 

encryption standard like NIST.

4 - Are we depending upon Native encryption of Database, Tape library , Applicaiton etc?

5 - Are we decoupling encrypted data and encryption key? If we will use native encryption 

encrypted data nd encryption key will sit together and anyone who can access data most likely 

get access to encryption key. Many standard like NIST suggest todecopule data encrypted key.

Suggestion:-

1 - Any breach in crypto management will lead to severe effect and can put project in complete 

jeoperdy. There should be

 Dededcated Centralized Crypto Key management  for project like eSign as it compile many PII 

informaiton of Indian citizen?

2 - All encryption key for database, File server, tape library and applications should be 

decoupled and kept secure in centralize FIPS Key Management. 

3-  Esign Authority should not rely on native encryption and should control complete key 

management of encryption across the project.

4 - Encryption key should be rotated periodically to eliminate any possible breach like brute 

force. This is not possible using Native encryption as it will create cilos of encryption and key 

rotation will be impossible. Key rotation is seamless in centralize key management solution.

As per RFP

276 146 Annexure 16: Sr. No. 2 Should be offered with two LTO6 FC tape 

drives supporting LTFS and AES 256-bit 

encryption. 

Replace with "Should be offered with two LTO6 FC tape drives with AES 256-bit encryption and 

LTFS capable."

Refer Updated RFP
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277 146 Annexure 16: Sr. No. 8 Offered Library should be provided with a 

hardware device like USB key, separate 

appliance etc. to keep all the encrypted keys 

in a redundant fashion. 

Replace with: "Offered Library should be provided with a hardware device like USB key, 

separate appliance etc. to keep all the encrypted keys in a redundant fashion. Thus the Library 

should be provided with Library or Application Managed Encryption functionality to manage 

and protect Encryption Keys in a redundant fashion"

Refer Updated RFP

278 147 ANNEXURE-17: 

TECHNICAL 

SPECIFICATIONS FOR 

STAND ALONE EXTERNAL 

TAPE DRIVE - point 5 

Support for LTFS and AES 256-bit hardware 

data encryption easy-to-enable security to 

protect the most sensitive data and prevent 

unauthorized access of tape cartridges.

Queries:-      

1 -  RFP has asked encryption at various different level like Database encryption, Backup 

encryption, Tape library encryption , log encryption etc. How we are Managing encryption key 

for all encryption requirement in RFP.

2- How all encryption key is secured? Any breach in encryption key will lead catostrophic effect 

and lead to loss of revenue & reputation.

3-  What is the encryption policy and how we are unanmously apply in all encryption point? For 

eg -  AES 128 should not be used in any system because its suggested as vulnerable in many 

encryption standard like NIST.

4 - Are we depending upon Native encryption of Database, Tape library , Applicaiton etc?

5 - Are we decoupling encrypted data and encryption key? If we will use native encryption 

encrypted data nd encryption key will sit together and anyone who can access data most likely 

get access to encryption key. Many standard like NIST suggest todecopule data encrypted key.

Suggestion:-

1 - Any breach in crypto management will lead to severe effect and can put project in complete 

jeoperdy. There should be

 Dededcated Centralized Crypto Key management  for project like eSign as it compile many PII 

informaiton of Indian citizen?

2 - All encryption key for database, File server, tape library and applications should be 

decoupled and kept secure in centralize FIPS Key Management. 

3-  Esign Authority should not rely on native encryption and should control complete key 

management of encryption across the project.

4 - Encryption key should be rotated periodically to eliminate any possible breach like brute 

force. This is not possible using Native encryption as it will create cilos of encryption and key 

rotation will be impossible. Key rotation is seamless in centralize key management solution.

As per RFP

279 147 Annexure 17: Sr. No. 3 Offered LTO7 drive in the Library shall 

conform to the Continuous and Data rate 

matching technique for higher reliability.

Replace with "Offered LTO7 drive shall conform to the Continuous and Data rate matching 

technique for higher reliability."

Refer Updated RFP

280 147 Annexure 17: Sr. No. 7 Tape drive should support monitoring and 

management capabilities 

Replace with "Tape Drive should support Management and Monitoring capabilities in 

conjunction with Backup Software."

Refer Updated RFP

281 147 Annexure 17: Sr. No. 8 Tape drive should support with software 

which can predict and prevent failures 

through early warning and shall also suggest 

the required service action. 

Please remove Refer Updated RFP

282 147 Annexure 17: Sr. No. 9 Offered Software also have the capability to 

determine when to retire the tape cartridges 

and what compression ratio is being achieved 

Please remove Refer Updated RFP
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283 148 ANNEXURE-18: 

TECHNICAL 

SPECIFICATIONS FOR 

DATABASE – STANDARD 

EDITION - Point 16

The system should support Row level security 

and encryption for backups

Queries:-      

1 -  RFP has asked encryption at various different level like Database encryption, Backup 

encryption, Tape library encryption , log encryption etc. How we are Managing encryption key 

for all encryption requirement in RFP.

2- How all encryption key is secured? Any breach in encryption key will lead catostrophic effect 

and lead to loss of revenue & reputation.

3-  What is the encryption policy and how we are unanmously apply in all encryption point? For 

eg -  AES 128 should not be used in any system because its suggested as vulnerable in many 

encryption standard like NIST.

4 - Are we depending upon Native encryption of Database, Tape library , Applicaiton etc?

5 - Are we decoupling encrypted data and encryption key? If we will use native encryption 

encrypted data nd encryption key will sit together and anyone who can access data most likely 

get access to encryption key. Many standard like NIST suggest todecopule data encrypted key.

Suggestion:-

1 - Any breach in crypto management will lead to severe effect and can put project in complete 

jeoperdy. There should be

 Dededcated Centralized Crypto Key management  for project like eSign as it compile many PII 

informaiton of Indian citizen?

2 - All encryption key for database, File server, tape library and applications should be 

decoupled and kept secure in centralize FIPS Key Management. 

3-  Esign Authority should not rely on native encryption and should control complete key 

management of encryption across the project.

4 - Encryption key should be rotated periodically to eliminate any possible breach like brute 

force. This is not possible using Native encryption as it will create cilos of encryption and key 

rotation will be impossible. Key rotation is seamless in centralize key management solution.

As per RFP
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284 148 ANNEXURE-18: 

TECHNICAL 

SPECIFICATIONS FOR 

DATABASE – STANDARD 

EDITION - Point 18

The system should support database 

encryption, row level security and other 

encryption features

Queries:-      

1 -  RFP has asked encryption at various different level like Database encryption, Backup 

encryption, Tape library encryption , log encryption etc. How we are Managing encryption key 

for all encryption requirement in RFP.

2- How all encryption key is secured? Any breach in encryption key will lead catostrophic effect 

and lead to loss of revenue & reputation.

3-  What is the encryption policy and how we are unanmously apply in all encryption point? For 

eg -  AES 128 should not be used in any system because its suggested as vulnerable in many 

encryption standard like NIST.

4 - Are we depending upon Native encryption of Database, Tape library , Applicaiton etc?

5 - Are we decoupling encrypted data and encryption key? If we will use native encryption 

encrypted data nd encryption key will sit together and anyone who can access data most likely 

get access to encryption key. Many standard like NIST suggest todecopule data encrypted key.

Suggestion:-

1 - Any breach in crypto management will lead to severe effect and can put project in complete 

jeoperdy. There should be

 Dededcated Centralized Crypto Key management  for project like eSign as it compile many PII 

informaiton of Indian citizen?

2 - All encryption key for database, File server, tape library and applications should be 

decoupled and kept secure in centralize FIPS Key Management. 

3-  Esign Authority should not rely on native encryption and should control complete key 

management of encryption across the project.

4 - Encryption key should be rotated periodically to eliminate any possible breach like brute 

force. This is not possible using Native encryption as it will create cilos of encryption and key 

rotation will be impossible. Key rotation is seamless in centralize key management solution.

As per RFP

285 149 Annexure - 19 The system should support database 

encryption, row level security and other 

encryption features

Database should support transparent data encryption at column, table and storage levels,  and 

able to encrypt backups and data over the network.

As per RFP

40 of 46



286 149 ANNEXURE-19: 

TECHNICAL 

SPECIFICATIONS FOR 

DATABASE – ENTERPRISE 

EDITION - point 6 

The database should be provided with 

features which will allow securing / 

encrypting the sensitive / classified data

Queries:-      

1 -  RFP has asked encryption at various different level like Database encryption, Backup 

encryption, Tape library encryption , log encryption etc. How we are Managing encryption key 

for all encryption requirement in RFP.

2- How all encryption key is secured? Any breach in encryption key will lead catostrophic effect 

and lead to loss of revenue & reputation.

3-  What is the encryption policy and how we are unanmously apply in all encryption point? For 

eg -  AES 128 should not be used in any system because its suggested as vulnerable in many 

encryption standard like NIST.

4 - Are we depending upon Native encryption of Database, Tape library , Applicaiton etc?

5 - Are we decoupling encrypted data and encryption key? If we will use native encryption 

encrypted data nd encryption key will sit together and anyone who can access data most likely 

get access to encryption key. Many standard like NIST suggest todecopule data encrypted key.

Suggestion:-

1 - Any breach in crypto management will lead to severe effect and can put project in complete 

jeoperdy. There should be

 Dededcated Centralized Crypto Key management  for project like eSign as it compile many PII 

informaiton of Indian citizen?

2 - All encryption key for database, File server, tape library and applications should be 

decoupled and kept secure in centralize FIPS Key Management. 

3-  Esign Authority should not rely on native encryption and should control complete key 

management of encryption across the project.

4 - Encryption key should be rotated periodically to eliminate any possible breach like brute 

force. This is not possible using Native encryption as it will create cilos of encryption and key 

rotation will be impossible. Key rotation is seamless in centralize key management solution.

As per RFP

287 152 ANNEXURE-22: 

CERTIFICATE OF 

CONFORMITY/ NO 

DEVIATION

Also, I/ we have thoroughly read the bidding 

document and by signing this certificate, we 

hereby submit our token of unconditional 

acceptance to all the terms & conditions of 

the bidding document without any deviations.

Also, I/ we have thoroughly read the bidding document and by signing this certificate, we 

hereby submit our token of unconditional acceptance to all the terms & conditions of the 

bidding document without any deviations.

As per RFP

288 153 MAF NA No details of OEMs given for which MAF is needed. As there are few key components, we 

request you to please ask MAF for HSM, HCI, Switches, UTM, Antivirus, Taple Library, Servers, 

MS, RHEL and Desktop & Laptops only. For rest of the components like KVM Switch, Monitoring 

Screen, CCTV, Cage, Doors, Token, please omit the clause. 

Refer Updated RFP

289 154 Annexure 24 COMPONENTS OFFERED – BOM Please clarify what is exactly needed. OEMs don’t share compliance statement on their letter 

head and data sheet on product can only be shared as separate sheet. 

Refer Updated RFP

290 194 Annexure 12 – Technical 

Specifications for Log 

Management / 34

The solution must be able to store one year of 

log data locally on disk.

As some OEM keeps data on central storage.

Please rephrase this as:  

"The solution must be able to store one year of log data to be available for viewing purpose".

Refer Updated RFP
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291 194 Annexure 12 – Technical 

Specifications for Log 

Management / 41

Should support Log collection at PR and DR 

sites while forwarding logs to the Central Log 

Collector at the PR Site.

DR needs to be provisioned with Log management as well? As per RFP

292 72 - 88 7.3 Service Level 

Standards/ 

Requirements/ 

Agreement

Note: Penalty shall be governed by the 

following conditions:

The total penalty on the selected bidder shall 

not be more than 10% of the Project Value.

Bidder submits that the Total penalty on the selected bidder shall not be more than 10% of the 

Quarterly Opex Value

As per RFP

293 NA Addition Whether Any Third party Testing 

Authority/Labs recommendation is 

considered or not?

UTM/Firewall OEM shall be Recommended OEM by NSSLabs for atleast 3 consecutive years 

including 2016 and Shall be ICSALabs Certified Firewall. Recommending the said Labs validation, 

since we assume Deptt believe in procuring bast of the breed Technology product. And these 

labs do validate the claims of OEMs for performance and security level in the 

Perimeter/NGFW/UTM solutions offerings.

Refer Updated RFP

294 New Add on Point Add on Point Suggested to consider additional 40G or 100G Uplink port for the asked 24x10G SFP+ Switch 

network connectivity and virtualization. 

Please add-

"The Switch should have minimum 4x40/100G QSFP28 Port"

Refer Updated RFP

295 Additional Database Looking at interoperability, we recommend that database should support windows , Linux & 

Unix operating system and should support RISC, CISC & x-86 hardware platform.

As per RFP

296 Additional Looking at the best application platform in terms of availability and security we strongly 

recommend that application should be developed JAVA platform.

As per RFP

297 Addition How many Types of Interfaces missed in 

annexure 9 [Compare to Annexure 10]

Appliance should have atleast 2x 1GbE Copper, 2x 1GbE SFP 2x 10-GbE SFP+ for logical 

connections and atleast 2x10GbE SFP+ for HA Sync ports. After referring the Logical Setup on 

page 13 of RFP Doc and Analyzing quantities of Servers, Workstations, Switches, Type of 

Medium, Redundant setup, the Perimeter Firewall Shall have option of different types of 

Interface options for Current Setup and shall be scalable to future Requirements.  

Refer Updated RFP

298 Addition Whether Dual Power Connections to the 

Racks are considered for First time of 

Redundancy? If so why can't RPS considered 

for DC Grade Perimeter Firewall for additional 

Line of Redundancy?

Appliance Should have Built in Hot Swappable Dual Redundant Power Supplies and FANs. 

Considering first line of Redundancy - to take care of Power Outage, if it may so happen dues 

any human or natural error.

Refer Updated RFP

299 Addition Whether Any Third party Testing 

authority/Labs recommendation is considered 

or not?

UTM/Firewall OEM shall be Recommended OEM by NSSLabs for atleast 3 consecutive years 

including 2016 and Shall be ICSALabs Certified Firewall. Recommending the said Labs validation, 

since we assume Deptt believe in procuring bast of the breed Technology product. And these 

labs do validate the claims of OEMs for performance and security level in the 

Perimeter/NGFW/UTM solutions offerings.

Refer Updated RFP

300 Others Please provide Low Level Disgn (LLD) & Integration Diagram with existing Infrastrcture for 

correct estimation of service efforts and cost.

Refer Updated RFP
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301 4.6 Deliverables, 

Timelines and Payment

We request that the payments be released within 21days of submission of invoice along with all 

supporting documents as per RFP

As per RFP

302 Please confirm the scope of work fod Datacentre i.e Physical Infrastructure. As per RFP

303 ANNEXURE-2: BILL OF MATERIALS Please confirm specification of KVM As per RFP

304 RISL to specify the number of eSign & DSC transactions being envisaged over next 5 years & the 

expected througput in terms of transaction per secons

As per RFP

305 Others Please provide Low Level Disgn (LLD) & Integration Diagram with existing Infrastrcture for 

correct estimation of service efforts and cost.

Refer Updated RFP

306 Annexure 16, Point 8 Technical Specification for Tape Library Request to change the specs to "Offered Library should be provided with a hardware device like 

USB key, separate appliance or Software based etc. to keep all the encrypted keys in a 

redundant fashion.

As per RFP

307 Others Please provide Low Level Disgn (LLD) & Integration Diagram with existing Infrastrcture for 

correct estimation of service efforts and cost.

Refer Updated RFP

308 RISL to specify the number of eSign & DSC transactions being envisaged over next 5 years & the 

expected througput in terms of transaction per secons

As per RFP

309 ANNEXURE-25: FINANCIAL 

BID COVER LETTER 

&FORMAT

We agree to all the terms & conditions as 

mentioned in the bidding document and 

submit that we have not submitted any 

deviations in this regard.

We agree to all the terms & conditions as mentioned in the bidding document and submit that 

we have not submitted any deviations in this regard.

As per RFP

310 ANNEXURE-27: DRAFT 

AGREEMENT FORMAT

ii. The maximum amount of agreed liquidated 

damages shall be 10%.

This shall be for delayed deliverables only and this should be @10% of delayed deliverables. 

Also this shall be the sole and exclusive remedy.

As per RFP

311 Savings Clause New Addition Bidder’s failure to perform its contractual responsibilities, to perform the services, or to meet 

agreed service levels shall be excused if and to the extent Bidder's performance is effected , 

delayed or causes non-performance due to Customer's omissions or actions whatsoever.  

As per RFP

312 SNR New Addition Customer hereby agrees to make the site ready as per the agreed specifications, within the 

agreed timelines.  Customer agrees  that Bidder shall not be in any manner be liable for any 

delay  arising out of  Customer's failure to make the site ready within the stipulated period, 

including but not limited to levy of liquidated damages for any delay in performance of Services 

under the terms of this Agreement.

As per RFP

313 Pass through Warranties New Addition Since Bidder is acting as a reseller of third products, Bidder shall “pass-through” any and all 

warranties and indemnities received from the manufacturer or licensor of the products and, to 

the extent, granted by such manufacturer or licensor, the Customer shall be the beneficiary of 

such manufacturer’s or licensor’s warranties and indemnities. Further, it is clarified that Bidder 

shall not provide any additional warranties and indemnities with respect such products.

As per RFP
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314 Exceptions to Indemnity New Addition Exceptions to Indemnity

(a) Bidder shall not have any liability to Customer under this Section to the extent that any 

infringement or claim thereof is attributable to:  (1) the combination, operation or use of a 

Deliverable with equipment or software supplied by Customer where the Deliverable would not 

itself be infringing; (2) compliance with designs, specifications or instructions provided by 

Customer;  (3) use of a Deliverable in an application or environment for which it was not 

designed or contemplated under this Agreement; or (4) modifications of a Deliverable by 

anyone other than Bidder where the unmodified version of the Deliverable would not have 

been infringing.

Bidder will completely satisfy its obligations hereunder if, after receiving notice of a claim, 

Bidder obtains for Customer the right to continue using such Deliverables as provided without 

infringement, or replace or modify such Deliverables so that they become non-infringing.   

As per RFP

315 Publicity New Addition Notwithstanding the above, Bidder may share Contract/engagement/ project details and 

relevant documentation to its customers/ prospective customers solely for the purpose of and 

with the intent to evidence and support its experience earned under this Contract.

As per RFP

316 Non Hire New Addition Customer shall not, without the written permission of Wipro, directly or indirectly solicit, 

induce, hire, recruit, make an offer of employment or engagement to  or encourage any  

Personnel to leave their employment, or take away such Personnel or attempt to solicit, induce, 

hire, recruit  Personnel either for itself or for its affiliate or  for any other person or entity during 

the term of this Agreement and  twelve (12) months thereafter.

As per RFP

317 Intellectual Protection New Addition No intellectual property rights of any nature shall be transferred from one party to the other in 

the course of performing any obligations or otherwise under this agreement. For the avoidance 

of doubt, Bidder may use certain tools, processes or methodologies of its own in performing the 

Services. Ownership of all intellectual property rights and any other rights in these shall vest 

with Bidder, and no rights shall be deemed to have accrued to the Customer.

As per RFP

318 Additional Hardware New Addition Notwithstanding anything to the contrary in the RFP, any requirement  of any additional 

Hardware under the Agreement shall be provided by the Successful Bidder at an additional cost 

to  and the same shall be done through a Change Order.

As per RFP

319 Upgrades/Updates/Enhan

cements

New Addition Notwithstanding anything to the contrary in the RFP, any requirement of any 

upgrade/update/enhancement shall be provided by the Successful Bidder at an additional cost 

and the same shall be done through a Change Order.

As per RFP

320 Independet query Independet query Bidder is assuming that Seating space in DC & DR and Helpdesk resources will be provided by 

the customer.

As per RFP
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321 Clause to be added Risk and Title: Kindly add the below clause:

All title, risk and ownership of the assets is to be transferred to RISL or its nominated agencies 

on the day of the successful delivery / installation/ commissioning, whichever is earlier of the 

supplied items. All expenses occurred during transfer of titleship of assets shall be borne by the 

selected bidder/authorized partner.

These changes were accepted by RISL finance team and department in E-Sanchaar 2.0 rfp 

(refer rfp number # F4.3(177)/RISL/Tech/16/10152 dated 14.03.2017) after multiple 

deliberations. 

Request you to add this clause in the rfp. Above given clause is taken from the E-Sanchaar rfp.

As per RFP

322 Clause to be added Saving Clause / Dependencies Kindly add the below clause:

The dependencies on the performance of services beyond the control of either party and where 

default is due to reasons beyond the control of the selected bidder or due to reasons 

attributable to RISL or third parties, the selected bidder would not be penalized.

These changes were accepted by RISL finance team and department in E-Sanchaar 2.0 rfp 

(refer rfp number # F4.3(177)/RISL/Tech/16/10152 dated 14.03.2017) after multiple 

deliberations. 

Request you to add this clause in the rfp. Above given clause is taken from the E-Sanchaar rfp.

As per RFP

323 Additional Database Looking at interoperability, we recommend that database should support windows , Linux & 

Unix operating system and should support RISC, CISC & x-86 hardware platform.

Refer Updated RFP

324 Additional Looking at the best application platform in terms of availability and security we strongly 

recommend that application should be developed JAVA platform.

Refer Updated RFP

325 57 Addition How many, types of Interfaces missed in Annexure 9[compare to Annexure 10]. Appliance 

should have atleast 2x 1GbE Copper, 2x 1GbE SFP 2x 10-GbE SFP+ for logical connections and 

atleast 2x10GbE SFP+ for HA Sync ports

Refer Updated RFP

326 58 Addition Whether Dual Power Connections to the Racks are considered for First time of Redundancy? If 

so why can't RPS considered for DC Grade Perimeter Firewall for additional Line of Redundancy? 

Appliance Should have Built in Hot Swappable Dual Redundant Power Supplies and FANs

Refer Updated RFP

327 59 Addition Whether Any Third party Testing Authority/Labs recommendation is considered or not? 

UTM/Firewall OEM shall be Recommended OEM by NSSLabs for atleast 3 consecutive years 

including 2016 and Shall be ICSALabs Certified Firewall.

Refer Updated RFP

328 59 Addition Whether Any Third party Testing Authority/Labs recommendation is considered or not? 

UTM/Firewall OEM shall be Recommended OEM by NSSLabs for atleast 3 consecutive years 

including 2016 and Shall be ICSALabs Certified Firewall.

Refer Updated RFP
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329 Additional Point request The proposed solution should be NSS 

recommdended 

NSS labs is only body which test product for performance, security and TCO. So its very vital to 

have such certification.

Refer Updated RFP

330 Additional Point request The proposed solution should have never 

reported system backdoor ( or similar 

vulnerability ) for past 3 years in its operating 

system or Management system

Security appliance shouldn't have such vulnerability. Having such issue means that security can 

be compromised anytime.

Refer Updated RFP

331 Additional Point request The proposed solution should be NSS 

recommdended 

NSS labs is only body which test product for performance, security and TCO. So its very vital to 

have such certification.

Refer Updated RFP

332 Additional Point request The proposed solution should have never 

reported system backdoor ( or similar 

vulnerability ) for past 3 years in its operating 

system or Management system

Security appliance shouldn't have such vulnerability. Having such issue means that security can 

be compromised anytime.

Refer Updated RFP

333 Additional Database Looking at interoperability, we recommend that database should support windows , Linux & 

Unix operating system and should support RISC, CISC & x-86 hardware platform.

Refer Updated RFP

334 Additional Looking at the best application platform in terms of availability and security we strongly 

recommend that application should be developed JAVA platform.

Refer Updated RFP
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