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  8 & 9 ANNEXURE-2 
Technical 
Specifications:-

S.No.8:-Solution should offer full support for double-byte/ 
multi-byte languages. System should able to support to 
analyse all languages including Arabic, Urdu, Chinese, 
Japanese etc. so that mails written in supported 
language can be content analyzed before delivering to 
mail server.

Please clarify you mean Email solution to be EAI and IDN complied 
which means that it should be able to accept, validate, store, process 
and display all emails coming from any domain names including IDN/ 
email address (email address on domain names in Indian languages 
like Hindi i.e. संपक@राज थान.भारत, other Indian languages and all 
languages including Arabic, Urdu, Chinese, Japanese etc.) should be 
treated equally.

As per RFP

60 ANNEXURE-2 
Technical 
Specifications:-

S.No. 36: The solution should use their own operating 
system and MTA on appliance and not open source 
based operating system , i.e Q mail, Send mail etc.

Please Clarify what you mean with own operating system as what 
you are referring Q mail, Send mail are open source MTA and not 
operating system. Further the MTA should also be EAI and IDN 
complied so that email address like संपक@राज थान.भारत if required 
can be configured and used to send email out from that MTA thus it 
should be able to accept, validate, store, process and display all 
emails and should be treated equally.

Please refer to updated specs in Final 
RFP document.

60 ANNEXURE-2 
Technical 
Specifications:-

S.No. 38 :Solution must be IPv6 compatible Please Clarify : In regard to same Universal Acceptance Steering 
Group has issued a standard guidelines (copy attached) which is 
been used in RISL earlier email and email security RFP’s With 
respect to compatibility and Internet issues, this will include provision 
of IPv6 and DNSSEC compliant services .Appreciate same should be 
incorporated 

As per RFP

58 1 Proposed Secure Email Gateway appliance and Email 
APT appliance should be an enterprise class purpose-
built dedicated solution from an OEM having presence 
and support in India. Also, as per multi-layer security 
policy of RSDC, both the Secure Email Gateway and 
APT appliance should be from different OEMs.

There are mutiple OEMs Cisco, Proofpoint who do have both E-Mail 
Security and APT through integrated approach and it is Gartner 
recommendation to have a single vendor for both the solution to 
avoid disintegration and scattered approach to handle a single E-Mail 
through a manual intervention. So the recommendation is to allow 
Secure Email Gateway and APT Appliance either from single OEM or 
different OEMs.

As per RFP

suggestion Gatrner published Secure E-Mail Gateway Quadrant uptill 2015 to 
provide a detailed study on E-Mail Security vendor selection, also as 
per last RFP Published for E-Mail Security Gateway, Gartner 
Quadrant was considered in 2017, our recommendation is to 
consider Gartner Leaders quadrant for E-Mail Security Solution.

Please refer to updated specs in Final 
RFP document.



61 3 Each Email APT appliance in standalone mode should 
support capability to sandbox up to 350 unique 
attachments per hour. The proposed solution each Email 
APT appliance should support a minimum of 60 
concurrent dynamic analysis (Virtual Execution) of 
malware at any given time in the Sandbox from the 
URL's and attachments in the email. Total VM capacity 
needed for solution should be 120 concurrent VM.

As per current file resolution through E-Mail security, all files should 
not be sent to APT devices to control the malware, also existing 
Fireeye APT solution is sufficient enough to manage the file 
processing. So 500 files processing per day is achieved while 15 
concurrent attachement is good enough to manage APT appliance 
pertaining to E-Mail security.. Thirdly sandbox doesn’t have to 
execute all the files (because it uses other technologies like static 
analysis, known SHA of already executed files etc), we request to 
change the clause to allow 500 files unique attachement per day and 
15 concurrent attchement to process.

As per RFP

61 6 The proposed solution should have the ability to analyse, 
detect & sandbox malware in common file formats 
including but not limited to executables, JAVA, PDF, MS 
Office documents, common multimedia contents such as 
JPEG, QuickTime, MP3, chm, com, dll, doc, docx, exe, 
gif, htm, ico, jar, jpeg, pdf, png, ppsx, ppt, pptx, qt, rtf, 
swf, tiff, url, vbs, xls, xlsx, bat, cmd, js, wsf, xml, flv, lnk, 
csv to prevent advanced Malware and Zero-day attacks. 
Solution should also support ZIP/RAR/7ZIP/TNEF 
archives. Please provide cross reference/ product 
screenshot for supported file types for sandboxing.

Since existing APT solution can control these various extensions and 
various vendors support different mechaism to control malware 
attachement, request to remove JPEG, QuickTime, MP3, png, ico, 
qt, gif, jpeg and tiff.

As per RFP

61 7 Email APT solution must be able to extract malware & 
sandbox inside password protected archives. Such 
evasion techniques bypass Anti-Spam solutions and 
must be detected by Email APT to parse email body 
automatically looking for password to extract zip files.

request to modify this clause as: Email APT solution must be able to 
extract malware & sandbox inside  archives. Such evasion 
techniques bypass Anti-Spam solutions and must be detected by 
Email APT to parse email body automatically.

Please refer to updated specs in Final 
RFP document.

62 10 Solution must support real time analysis feature to 
defend against attacks that evade detection which 
requests for multiple remote objects from Internet, to 
reduce false negatives for multistage downloads, spear-
phishing attacks and ransomware intrusions. Email APT 
appliance should have dirty internet interface to 
download & sandbox additional multi-stage droppers/ 
malware during execution as well as sandbox malware 
dropped by URL's in email by performing URL analysis.

Since this point is already mentioned in E-Mail Security appliance, 
request to remove this from here or modify it to Solution must 
supports real time analysis feature to defend against attacks that 
evade detection which requests for multiple remote objects from 
Internet, to reduce false negatives for multistage downloads, spear-
phishing attacks and ransomware intrusions. Email APT appliance 
should have dirty internet interface to download & sandbox additional 
multi-stage droppers/ malware during execution as well as sandbox 
malware.

As per RFP

62 13 The proposed Email APT solution should have the ability 
to be deployed in the following modes: inline blocking, 
inline monitoring and BCC (Blind Carbon Copy) mode.

The proposed Email APT solution should have the ability to be 
deployed in the following modes: Inline OR Integrated with proposed 
Secure Email Gateway or  Standalone APT  or BCC (Blind Carbon 
Copy) mode.

Please refer to updated specs in Final 
RFP document.



61 6 The proposed solution should have the ability to analyse, 
detect & sandbox malware in common file formats 
including but not limited to executables, JAVA, PDF, MS 
Office documents, common multimedia contents such as 
JPEG, QuickTime, MP3, chm, com, dll, doc, docx, exe, 
gif, htm, ico, jar, jpeg, pdf, png, ppsx, ppt, pptx, qt, rtf, 
swf, tiff, url, vbs, xls, xlsx, bat, cmd, js, wsf, xml, flv, lnk, 
csv to prevent advanced Malware and Zero-day attacks. 
Solution should also support ZIP/RAR/7ZIP/TNEF 
archives. Please provide cross reference/ product 
screenshot for supported file types for sandboxing.

Since existing APT solution can control these various extensions and 
various vendors support different mechaism to control malware 
attachement, request to remove JPEG, QuickTime, MP3, png, ico, 
qt, gif, jpeg and tiff.

As per RFP

61 7 Email APT solution must be able to extract malware & 
sandbox inside password protected archives. Such 
evasion techniques bypass Anti-Spam solutions and 
must be detected by Email APT to parse email body 
automatically looking for password to extract zip files.

request to modify this clause as: Email APT solution must be able to 
extract malware & sandbox inside  archives. Such evasion 
techniques bypass Anti-Spam solutions and must be detected by 
Email APT to parse email body automatically.

Please refer to updated specs in Final 
RFP document.

62 10 Solution must support real time analysis feature to 
defend against attacks that evade detection which 
requests for multiple remote objects from Internet, to 
reduce false negatives for multistage downloads, spear-
phishing attacks and ransomware intrusions. Email APT 
appliance should have dirty internet interface to 
download & sandbox additional multi-stage droppers/ 
malware during execution as well as sandbox malware 
dropped by URL's in email by performing URL analysis.

Since this point is already mentioned in E-Mail Security appliance, 
request to remove this from here or modify it to Solution must 
supports real time analysis feature to defend against attacks that 
evade detection which requests for multiple remote objects from 
Internet, to reduce false negatives for multistage downloads, spear-
phishing attacks and ransomware intrusions. Email APT appliance 
should have dirty internet interface to download & sandbox additional 
multi-stage droppers/ malware during execution as well as sandbox 
malware.

As per RFP

13 The proposed Email APT solution should have the ability 
to be deployed in the following modes: inline blocking, 
inline monitoring and BCC (Blind Carbon Copy) mode.

The proposed Email APT solution should have the ability to be 
deployed in the following modes: Inline OR Integrated with proposed 
Secure Email Gateway or  Standalone APT  or BCC (Blind Carbon 
Copy) mode.

Please refer to updated specs in Final 
RFP document.

Item 1A - Secure Email 
Gateway Appliance 
(1+1)

Suggestion Gatrner published Secure E-Mail Gateway Quadrant uptill 2015 to 
provide a detailed study on E-Mail Security vendor selection, also as 
per last RFP Published for E-Mail Security Gateway, Gartner 
Quadrant was considered in 2017, our recommendation is to 
consider Gartner Leaders quadrant for E-Mail Security Solution.

Please refer to updated specs in Final 
RFP document.

62



61 3 Each Email APT appliance in standalone mode should 
support capability to sandbox up to 350 unique 
attachments per hour. The proposed solution each Email 
APT appliance should support a minimum of 60 
concurrent dynamic analysis (Virtual Execution) of 
malware at any given time in the Sandbox from the 
URL's and attachments in the email. Total VM capacity 
needed for solution should be 120 concurrent VM.

As per current file resolution through E-Mail security, all files should 
not be sent to APT devices to control the malware, also existing 
Fireeye APT solution is sufficient enough to manage the file 
processing. So 500 files processing per day is achieved while 15 
concurrent attachement is good enough to manage APT appliance 
pertaining to E-Mail security.. Thirdly sandbox doesn’t have to 
execute all the files (because it uses other technologies like static 
analysis, known SHA of already executed files etc), we request to 
change the clause to allow 500 files unique attachement per day and 
15 concurrent attchement to process.

As per RFP

58 1 Proposed Secure Email Gateway appliance and Email 
APT appliance should be an enterprise class purpose-
built dedicated solution from an OEM having presence 
and support in India. Also, as per multi-layer security 
policy of RSDC, both the Secure Email Gateway and 
APT appliance should be from different OEMs.

There are mutiple OEMs Cisco, Proofpoint who do have both E-Mail 
Security and APT through integrated approach and it is Gartner 
recommendation to have a single vendor for both the solution to 
avoid disintegration and scattered approach to handle a single E-Mail 
through a manual intervention. So the recommendation is to allow 
Secure Email Gateway and APT Appliance either from single OEM or 
different OEMs.

As per RFP

Item 1A - Secure Email 
Gateway Appliance 
(1+1)

suggestion Gatrner published Secure E-Mail Gateway Quadrant uptill 2015 to 
provide a detailed study on E-Mail Security vendor selection, also as 
per last RFP Published for E-Mail Security Gateway, Gartner 
Quadrant was considered in 2017, our recommendation is to 
consider Gartner Leaders quadrant for E-Mail Security Solution.

As per RFP

61 3 Each Email APT appliance in standalone mode should 
support capability to sandbox up to 350 unique 
attachments per hour. The proposed solution each Email 
APT appliance should support a minimum of 60 
concurrent dynamic analysis (Virtual Execution) of 
malware at any given time in the Sandbox from the 
URL's and attachments in the email. Total VM capacity 
needed for solution should be 120 concurrent VM.

As per current file resolution through E-Mail security, all files should 
not be sent to APT devices to control the malware, also existing 
Fireeye APT solution is sufficient enough to manage the file 
processing. So 500 files processing per day is achieved while 15 
concurrent attachement is good enough to manage APT appliance 
pertaining to E-Mail security.. Thirdly sandbox doesn’t have to 
execute all the files (because it uses other technologies like static 
analysis, known SHA of already executed files etc), we request to 
change the clause to allow 500 files unique attachement per day and 
15 concurrent attchement to process.

As per RFP

61 6 The proposed solution should have the ability to analyse, 
detect & sandbox malware in common file formats 
including but not limited to executables, JAVA, PDF, MS 
Office documents, common multimedia contents such as 
JPEG, QuickTime, MP3, chm, com, dll, doc, docx, exe, 
gif, htm, ico, jar, jpeg, pdf, png, ppsx, ppt, pptx, qt, rtf, 
swf, tiff, url, vbs, xls, xlsx, bat, cmd, js, wsf, xml, flv, lnk, 
csv to prevent advanced Malware and Zero-day attacks. 
Solution should also support ZIP/RAR/7ZIP/TNEF 
archives. Please provide cross reference/ product 
screenshot for supported file types for sandboxing.

Since existing APT solution can control these various extensions and 
various vendors support different mechaism to control malware 
attachement, request to remove JPEG, QuickTime, MP3, png, ico, 
qt, gif, jpeg and tiff.

As per RFP



61 7 Email APT solution must be able to extract malware & 
sandbox inside password protected archives. Such 
evasion techniques bypass Anti-Spam solutions and 
must be detected by Email APT to parse email body 
automatically looking for password to extract zip files.

request to modify this clause as: Email APT solution must be able to 
extract malware & sandbox inside  archives. Such evasion 
techniques bypass Anti-Spam solutions and must be detected by 
Email APT to parse email body automatically.

Please refer to updated specs in Final 
RFP document.

62 10 Solution must support real time analysis feature to 
defend against attacks that evade detection which 
requests for multiple remote objects from Internet, to 
reduce false negatives for multistage downloads, spear-
phishing attacks and ransomware intrusions. Email APT 
appliance should have dirty internet interface to 
download & sandbox additional multi-stage droppers/ 
malware during execution as well as sandbox malware 
dropped by URL's in email by performing URL analysis.

Since this point is already mentioned in E-Mail Security appliance, 
request to remove this from here or modify it to Solution must 
supports real time analysis feature to defend against attacks that 
evade detection which requests for multiple remote objects from 
Internet, to reduce false negatives for multistage downloads, spear-
phishing attacks and ransomware intrusions. Email APT appliance 
should have dirty internet interface to download & sandbox additional 
multi-stage droppers/ malware during execution as well as sandbox 
malware.

As per RFP

62 13 The proposed Email APT solution should have the ability 
to be deployed in the following modes: inline blocking, 
inline monitoring and BCC (Blind Carbon Copy) mode.

The proposed Email APT solution should have the ability to be 
deployed in the following modes: Inline OR Integrated with proposed 
Secure Email Gateway or  Standalone APT  or BCC (Blind Carbon 
Copy) mode.

Please refer to updated specs in Final 
RFP document.

58 Item 1A - Secure Email 
Gateway Appliance 
(1+1):  Clause 2

Solution should be a purpose build dedicated appliance 
based on-premise solution with sufficient RAM, Disk 
storage and at least 2 x 1Gbps and 2 x 10Gbps SFP+ LR 
network interfaces. It should also support up to 1,00,000 
MS-Exchange mailboxes. However, initial license 
requirements is for 40,000
mailboxes only.

We request department to relaxe the requirment of 10Gbps port to 1 
Gbps. Our email gateway sizing is dependent on email size, number 
of emails per hour, percentage of emails having attachments, and it 
will suffice the necessary requirements of the tender. Hence request 
to relax the point 2 x 10Gbps.

Please refer to updated specs in Final 
RFP document.

58 Item 1A - Secure Email 
Gateway Appliance 
(1+1):  Clause 8

Solution Should offer full support for double-byte/ multi-
byte languages. System should able to support to 
analyse all languages including Arabic, Urdu, Chinese, 
Japense etc. so that mails written in supported language 
can be content analyzed before delivering to mail server. 

We identifies email by heuristics, body hash, fuzzy signatures, 
header analysis etc. and can do content filtering of offensive or racist 
languages. We can also allow or block emails in different languages  
mentionend in this point except Arabic and Urdu.

As per RFP

58 Item: Secure Email 
Gateway Appliance 
(1+1) and Email APT 
Appliance (1+1) Clause 
No. 1

Proposed Secure Email Gateway appliance and Email 
APT appliance should be an enterprise class purpose-
built dedicated solution from an OEM having presence 
and support in India. Also, as per multi-layer security 
policy of RSDC, both the Secure Email Gateway and 
APT appliance should be from different OEMs.

There are mutiple OEMs Cisco, Proofpoint who do have both E-Mail 
Security and APT through integrated approach and it is Gartner 
recommendation to have a single vendor for both the solution to 
avoid disintegration and scattered approach to handle a single E-Mail 
through a manual intervention. So the recommendation is to allow 
Secure Email Gateway and APT Appliance either from single OEM or 
different OEMs.

As per RFP

59 Item 1A - Secure Email 
Gateway Appliance 
(1+1):  Clause 9

Solution should identify image based spam We request department to ask for different kinds of spam based on 
heuristics, signatures, rules etc.

As per RFP

60 Item 1A - Secure Email 
Gateway Appliance 
(1+1):  Clause 25

Solution should include description of the activities 
(predictive + tag-based) 

We request department to elaborate more on the requirement of this 
specifications.

Please refer to updated specs in Final 
RFP document.



61 Item 1B - Email APT 
Appliance (1+1): 
Clause 1

1.Proposed Email ATP Solution should be a purpose 
build dedicated appliance based on-premise solution with 
sufficient RAM, Disk storage and at least 2 x 1Gbps and 
2 x 10Gbps SFP+ LR network interfaces. It should also 
support up to 1,00,000 MS-Exchange mailboxes. 
However, initial license requirements is for 40,000 
mailboxes only.
It should not have any dependency on any other network 
device (e.g.
Firewall, AntiSpam, existing Email gateways (Anti-Spam) 
etc.) for its
functioning. It should work even if the other components 
of the networks (e.g.
Firewall, AntiSpam, Email gateways etc.) are replaced or 
changed in future.

Request to allow Bidder to provision for L2/L3 Switch to meet 
conectivity requirements for 10G network in case APT appliance that 
is fit for asked performance metrics  do not have Fiber 10G Ports. 
Usually Fiber ports are in higher end models only.

Please refer to updated specs in Final 
RFP document.

61 Item 1B - Email APT 
Appliance (1+1): 
Clause 1

1.Proposed Email ATP Solution should be a purpose 
build dedicated appliance based on-premise solution with 
sufficient RAM, Disk storage and at least 2 x 1Gbps and 
2 x 10Gbps SFP+ LR network interfaces. It should also 
support up to 1,00,000 MS-Exchange mailboxes. 
However, initial license
requirements is for 40,000 mailboxes only.
It should not have any dependency on any other network 
device (e.g.
Firewall, AntiSpam, existing Email gateways (Anti-Spam) 
etc.) for its
functioning. It should work even if the other components 
of the networks (e.g.
Firewall, AntiSpam, Email gateways etc.) are replaced or 
changed in future.

You have asked for 40000 licenses intially however in future you will 
need to expand to 1,00,000 mailboxes .Please confirm that this 
clause refers to understanding that Rajcomp will buy additional 
mailbox licenses in future as well as necessary hardware capacity to 
meet needs of growing solution as at present performce requirent is 
for 2,50,000 emails /day per device with 40K mailboxes.Please 
confirm.

Additional S/w Licenses, as applicable, 
shall be procured but supplied 
hardware appliance should be capable 
of handling 1,00,000 mailbox without 
hacing need to buy additional appliance 
in future. Hence, appliance sizing to be 
done accordingly.

61 Item 1B - Email APT 
Appliance (1+1): 
Clause 5

The solution must be able to detect and report malware 
by using multiple OS in sandbox supporting both x64 and 
x86 architectures. Sandboxing hypervisor should be 
secure hardened & must not be based on commercial 
hypervisors like VMware/ Oracle/ KVM/ Cirtix/ HyperV 
etc. that are prone to
VM evasion techniques used by advanced malware 
writers. Sandbox Virtual Images (VM) should be 
seamlessly updated from appliance.

Please confirm if Sandboxing engine should be on-premise for 
"Windows" & "Mac OS" without sending files to cloud from data 
privacy perspective?

As per RFP



61 Item 1B - Email APT 
Appliance (1+1) : 
Clause 3

Each Email APT appliance in standalone mode should 
support capability to sandbox up to 350 unique 
attachments per hour. The proposed solution each Email 
APT appliance should support a minimum of 60 
concurrent dynamic analysis (Virtual Execution) of 
malware at any given time in the Sandbox from the 
URL's and attachments in the email. Total VM capacity 
needed for solution should be 120 concurrent VM.

In clause 2 you have asked for Email capacity of 2,50,000 emails per 
day .As per industry figures considering 15% attachment ratio you 
will need capability of 1500 unique attachments/hour to meet the 
needs per device .We request you reconsider your sizing needs from 
350 to 1500 unique attachments/hour to avoid latency & delays 
considering future needs of growing traffic . Also number of VM's 
should be reconsidered to support the sandboxing needs 90VM per 
device. 

As per RFP

62 Item 1B - Email APT 
Appliance (1+1): 
Clause 11

11.The solution should include various methods of 
sharing threat intelligence
data i.e. STIX/TAXII.

We request you to remove this clause or redefine that APT solution 
should be able to send information of IOC' s into existing SIEM in 
form of alerts 

Please refer to updated specs in Final 
RFP document.

Item 1A - Secure Email 
Gateway Appliance 
(1+1)

Suggestion Gatrner published Secure E-Mail Gateway Quadrant uptill 2015 to 
provide a detailed study on E-Mail Security vendor selection, also as 
per last RFP Published for E-Mail Security Gateway, Gartner 
Quadrant was considered in 2017, our recommendation is to 
consider Gartner Leaders quadrant for E-Mail Security Solution.

Please refer to updated specs in Final 
RFP document.

61  Item 1B - Email APT 
Appliance (1+1) Clause 
No. 3

Each Email APT appliance in standalone mode should 
support capability to sandbox up to 350 unique 
attachments per hour. The proposed solution each Email 
APT appliance should support a minimum of 60 
concurrent dynamic analysis (Virtual Execution) of 
malware at any given time in the Sandbox from the 
URL's and attachments in the email. Total VM capacity 
needed for solution should be 120 concurrent VM.

As per current file resolution through E-Mail security, all files should 
not be sent to APT devices to control the malware, also existing 
Fireeye APT solution is sufficient enough to manage the file 
processing. So 500 files processing per day is achieved while 15 
concurrent attachement is good enough to manage APT appliance 
pertaining to E-Mail security.. Thirdly sandbox doesn’t have to 
execute all the files (because it uses other technologies like static 
analysis, known SHA of already executed files etc), we request to 
change the clause to allow 500 files unique attachement per day and 
15 concurrent attchement to process.

As per RFP

61  Item 1B - Email APT 
Appliance (1+1) Clause 
No. 6

The proposed solution should have the ability to analyse, 
detect & sandbox malware in common file formats 
including but not limited to executables, JAVA, PDF, MS 
Office documents, common multimedia contents such as 
JPEG, QuickTime, MP3, chm, com, dll, doc, docx, exe, 
gif, htm, ico, jar, jpeg, pdf, png, ppsx, ppt, pptx, qt, rtf, 
swf, tiff, url, vbs, xls, xlsx, bat, cmd, js, wsf, xml, flv, lnk, 
csv to prevent advanced Malware and Zero-day attacks. 
Solution should also support ZIP/RAR/7ZIP/TNEF 
archives. Please provide cross reference/ product 
screenshot for supported file types for sandboxing.

Since existing APT solution can control these various extensions and 
various vendors support different mechaism to control malware 
attachement, request to remove JPEG, QuickTime, MP3, png, ico, 
qt, gif, jpeg and tiff.

As per RFP

61  Item 1B - Email APT 
Appliance (1+1) Clause 
No. 7

Email APT solution must be able to extract malware & 
sandbox inside password protected archives. Such 
evasion techniques bypass Anti-Spam solutions and 
must be detected by Email APT to parse email body 
automatically looking for password to extract zip files.

request to modify this clause as: Email APT solution must be able to 
extract malware & sandbox inside  archives. Such evasion 
techniques bypass Anti-Spam solutions and must be detected by 
Email APT to parse email body automatically.

Please refer to updated specs in Final 
RFP document.



62  Item 1B - Email APT 
Appliance (1+1) Clause 
No. 10

Solution must support real time analysis feature to 
defend against attacks that evade detection which 
requests for multiple remote objects from Internet, to 
reduce false negatives for multistage downloads, spear-
phishing attacks and ransomware intrusions. Email APT 
appliance should have dirty internet interface to 
download & sandbox additional multi-stage droppers/ 
malware during execution as well as sandbox malware 
dropped by URL's in email by performing URL analysis.

Since this point is already mentioned in E-Mail Security appliance, 
request to remove this from here or modify it to Solution must 
supports real time analysis feature to defend against attacks that 
evade detection which requests for multiple remote objects from 
Internet, to reduce false negatives for multistage downloads, spear-
phishing attacks and ransomware intrusions. Email APT appliance 
should have dirty internet interface to download & sandbox additional 
multi-stage droppers/ malware during execution as well as sandbox 
malware.

As per RFP

62  Item 1B - Email APT 
Appliance (1+1) Clause 
No. 13

The proposed Email APT solution should have the ability 
to be deployed in the following modes: inline blocking, 
inline monitoring and BCC (Blind Carbon Copy) mode.

The proposed Email APT solution should have the ability to be 
deployed in the following modes: Inline OR Integrated with proposed 
Secure Email Gateway or  Standalone APT  or BCC (Blind Carbon 
Copy) mode.

Please refer to updated specs in Final 
RFP document.

58 1 Proposed Secure Email Gateway appliance and Email 
APT appliance should be an enterprise class purpose-
built dedicated solution from an OEM having presence 
and support in India. Also, as per multi-layer security 
policy of RSDC, both the Secure Email Gateway and 
APT appliance should be from different OEMs.

There are mutiple OEMs Cisco, Proofpoint who do have both E-Mail 
Security and APT through integrated approach and it is Gartner 
recommendation to have a single vendor for both the solution to 
avoid disintegration and scattered approach to handle a single E-Mail 
through a manual intervention. So the recommendation is to allow 
Secure Email Gateway and APT Appliance either from single OEM or 
different OEMs.

As per RFP

suggestion Gatrner published Secure E-Mail Gateway Quadrant uptill 2015 to 
provide a detailed study on E-Mail Security vendor selection, also as 
per last RFP Published for E-Mail Security Gateway, Gartner 
Quadrant was considered in 2017, our recommendation is to 
consider Gartner Leaders quadrant for E-Mail Security Solution.

Please refer to updated specs in Final 
RFP document.

61 Item 1B - Email APT 
Appliance (1+1)

1.Proposed Email ATP Solution should be a purpose 
build dedicated appliance
based on-premise solution with sufficient RAM, Disk 
storage and at least 2 x
1Gbps and 2 x 10Gbps SFP+ LR network interfaces. It 
should also support
up to 1,00,000 MS-Exchange mailboxes. However, initial 
license
requirements is for 40,000 mailboxes only.
It should not have any dependency on any other network 
device (e.g.
Firewall, AntiSpam, existing Email gateways (Anti-Spam) 
etc.) for its
functioning. It should work even if the other components 
of the networks (e.g.
Firewall, AntiSpam, Email gateways etc.) are replaced or 
changed in future.

Request to allow Bidder to provision for L2/L3 Switch to meet 
connectivity requirements for 10G network in case APT appliance 
that is fit for asked performance metrics  do not have Fiber 10G 
Ports. Usually Fiber ports are in higher end models only.

Please refer to updated specs in Final 
RFP document.



61 Item 1B - Email APT 
Appliance (1+1)

1.Proposed Email ATP Solution should be a purpose 
build dedicated appliance
based on-premise solution with sufficient RAM, Disk 
storage and at least 2 x
1Gbps and 2 x 10Gbps SFP+ LR network interfaces. It 
should also support
up to 1,00,000 MS-Exchange mailboxes. However, initial 
license
requirements is for 40,000 mailboxes only.
It should not have any dependency on any other network 
device (e.g.
Firewall, AntiSpam, existing Email gateways (Anti-Spam) 
etc.) for its
functioning. It should work even if the other components 
of the networks (e.g.
Firewall, AntiSpam, Email gateways etc.) are replaced or 
changed in future.

You have asked for 40000 licenses initially however in future you will 
need to expand to 1,00,000 mailboxes .Please confirm that this 
clause refers to understanding that Rajcomp will buy additional 
mailbox licenses in future as well as necessary hardware capacity to 
meet needs of growing solution as at present performce requirent is 
for 2,50,000 emails /day per device with 40K mailboxes.Please 
confirm.

Additional S/w Licenses, as applicable, 
shall be procured but supplied 
hardware appliance should be capable 
of handling 1,00,000 mailbox without 
hacing need to buy additional appliance 
in future. Hence, appliance sizing to be 
done accordingly.

61 Item 1B - Email APT 
Appliance (1+1)

The solution must be able to detect and report malware 
by using multiple OS in sandbox supporting both x64 and 
x86 architectures. Sandboxing hypervisor should be 
secure hardened & must not be based on commercial 
hypervisors like VMware/ Oracle/ KVM/ Cirtix/ HyperV 
etc. that are prone to
VM evasion techniques used by advanced malware 
writers. Sandbox Virtual Images (VM) should be 
seamlessly updated from appliance.

Please confirm if Sandboxing engine should be on-premise for 
"Windows" & "Mac OS" without sending files to cloud from data 
privacy perspective?

As per RFP

61 Item 1B - Email APT 
Appliance (1+1)

Each Email APT appliance in standalone mode should 
support capability to sandbox up to 350 unique 
attachments per hour. The proposed solution each Email 
APT appliance should support a minimum of 60 
concurrent dynamic analysis (Virtual Execution) of 
malware at any given time in the Sandbox from the 
URL's and attachments in the email. Total VM capacity 
needed for solution should be 120 concurrent VM.

In clause 2 you have asked for Email capacity of 2,50,000 emails per 
day .As per industry figures considering 15% attachment ratio you 
will need capability of 1500 unique attachments/hour to meet the 
needs per device .We request you reconsider your sizing needs from 
350 to 1500 unique attachments/hour to avoid latency & delays 
considering future needs of growing traffic . Also number of VM's 
should be reconsidered to support the sandboxing needs 90VM per 
device. 

As per RFP

56 7. SPECIAL TERMS 
AND CONDITIONS OF 
TENDER & CONTRACT

T+60 days
T is the date of
issuance of work
order

request customer to  change the implementation timelines to T+90 
days

As per RFP

General General : Daily basis operational management We understand after Supply, Installation, Integration and 
Commissioning, RSDC will do the Operational Management  at their 
end. 
If any scope come under bidder please share the same. 

As per RFP



General General : SLA after  Supply, Installation, Integration and 
Commissioning

As We understand after Supply, Installation, Integration and 
Commissioning, RSDC will do the Operational Management  at their 
end.
So there will be no SLA  apply on bidder end. 
Let us know if any SLA come under bidder scope. 

SLA defined in Chapter 7 clause 2. 
Refer RFP

General General request to share the location of  currently deployed  email gateway 
solution ,  OEM  details and its current email capacity?

Not relevant.

General General :  Integration Scope with for existing components What will be the integration scope under bidder. 
Please provide  components details that to be integrate with solution. 

Only the supplied solution required 
integration with each other i.e. Secure 
Email Gateway + Email APT.

47 29) Patent Indemnity The supplier/ selected bidder shall, subject to the 
Purchaser’s compliance with sub-clause (b) below, 
indemnify and hold harmless the Purchaser and its 
employees and officers from and against any and all 
suits, actions or administrative proceedings, claims, 
demands, losses, damages, costs, and expenses of any 
nature, including attorney’s fees and expenses, which the 
Purchaser may suffer as a result of any infringement or 
alleged infringement of any patent, utility model, 
registered design, trademark, copyright, or other 
intellectual property right registered or otherwise existing 
at the date of the Contract by reason of: -
i.  the installation of the Goods by the supplier/ selected 
bidder or the use of the Goods in the country where the 
Site is located; and
ii.   the sale in any country of the products produced by 
the Goods.

Such indemnity shall not cover any use of the Goods or 
any part thereof other than for the purpose indicated by 
or to be reasonably inferred from the Contract, neither 
any infringement resulting from the use of the Goods or 
any part thereof, or any products produced  thereby  in  
association  or  combination  with  any  other  equipment,  
 plant,  or materials not supplied by the supplier/ selected 
bidder, pursuant to the Contract.
b)  If any proceedings are brought or any claim is made 
against the Purchaser arising out of the matters referred 
to above, the Purchaser shall promptly give the supplier/ 

Please replace the current clause with the following clause". In the 
event of a third party claim of intellectual property infringement, 
Bidder may, at its sole option, (i) obtain for customer the right to 
continue using the Services, (ii) modify the services so that the 
services are non-infringing, (iii) replace the services with a 
functionally equivalent, non-infringing service, or (iv) if the 
alternatives in Section (i)-(iii) are not available, Bidder may so notify 
customer and terminate such infringing Services without penalty to 
either Party. Notwithstanding anything in this Agreement to the 
contrary, this Section  is customer’s sole and exclusive remedy for 
any intellectual property infringement claims."

As per RFP



48 30) Limitation of Liability Except in cases of gross negligence or wilful misconduct: 
-

a)  neither party shall be liable to the other party for any 
indirect or consequential loss or damage, loss of use, 
loss of production, or loss of profits or interest costs, 
provided that this exclusion shall not apply to any 
obligation of the supplier/ selected bidder to pay 
liquidated damages to the Purchaser; and
b)  the aggregate liability of the supplier/ selected bidder 
to the Purchaser, whether under the Contract, in tort, or 
otherwise, shall not exceed the amount specified in the 
Contract, provided that this limitation shall not apply to 
the cost of repairing or replacing defective equipment, or 
to any obligation of the supplier/ selected bidder to 
indemnify the Purchaser with respect to patent 
infringement.

We propose the following clause to replace the current clause 
"NOTWITHSTANDING ANY OTHER PROVISION HEREOF, 
NEITHER PARTY SHALL BE LIABLE FOR (A) ANY INDIRECT, 
INCIDENTAL, SPECIAL, CONSEQUENTIAL, EXEMPLARY OR 
PUNITIVE DAMAGES OR (B) ANY DAMAGES FOR LOST 
PROFITS, LOST REVENUES, LOSS OF GOODWILL, LOSS OF 
ANTICIPATED SAVINGS, LOSS OF CUSTOMERS, LOSS OF 
DATA, INTERFERENCE WITH BUSINESS OR COST OF 
PURCHASING REPLACEMENT SERVICES, ARISING OUT OF 
THE PERFORMANCE OR FAILURE TO PERFORM UNDER THIS 
AGREEMENT, WHETHER OR NOT CAUSED BY THE ACTS OR 
OMISSIONS OR NEGLIGENCE (INCLUDING GROSS 
NEGLIGENCE OR WILLFUL MISCONDUCT) OF ITS EMPLOYEES 
OR AGENTS, AND REGARDLESS OF WHETHER SUCH PARTY 
HAS BEEN INFORMED OF THE POSSIBILITY OR LIKELIHOOD OF 
SUCH DAMAGES.   IN NO EVENT BIDDER SHALL BE LIABLE IN 
AN AMOUNT THAT EXCEEDS, IN THE AGGREGATE FOR ALL 
SUCH LIABILITIES, THE MOST RECENT TWELVE (12) MONTHS 
OF CHARGES COLLECTED BY BIDDER FROM THE CUSTOMER 
PURSUANT TO THE APPLICABLE PURCHASE ORDER GIVING 
RISE TO THE LIABILITY.  "

As per RFP



49 33)(a) Termination a)  Termination for Default

i.  The tender sanctioning authority of RISL may, without 
prejudice to any other remedy for breach of contract, by a 
written notice of default of at least 30 days sent to the 
supplier/ selected bidder, terminate the contract in whole 
or in part: -
a.  If the supplier/ selected bidder fails to deliver any or 
all quantities of the service within the time period 
specified in the contract, or any extension thereof granted 
by RISL; or
b.  If  the  supplier/ selected bidder  fails  to perform any 
other obligation  under the contract within the specified 
period of delivery of service or any extension granted 
thereof; or
c.   If the supplier/ selected bidder, in the judgement of 
the Purchaser, is found to be engaged in corrupt, 
fraudulent, collusive, or coercive practices in competing 
for or in executing the contract.
d.  If the supplier/ selected bidder commits breach of any 
condition of the contract. ii.   If RISL terminates the 
contract in whole or in part, amount of PSD may be 
forfeited. 

iii.   Before cancelling a contract and taking further 
action, advice of senior most finance person available in 
the office and of legal adviser or legal assistant posted in 
the office, if there is one, may be obtained.

Termination should only be in case Bidder is responsible for material 
breacch of contract terms and conditions and in case Biddr fails to 
rectify the breach within 60 days of such notice by the Customer.

As per RFP



50 33 (c)  Termination for 
Convenience

i.  RISL, by a written notice of at least 30 days sent to the 
supplier/ selected bidder, may terminate the Contract, in 
whole or in part, at any time for its convenience. The 
Notice of termination shall specify that termination is for 
the Purchaser’s convenience, the extent to which 
performance of the supplier/ selected bidder under the 
Contract is terminated, and the date upon which such 
termination becomes effective.
ii.   Depending on merits of the case the supplier/ 
selected bidder may be appropriately compensated on 
mutually agreed terms for the loss incurred by the 
contract if any due to such termination.
iii.   The Goods that are complete and ready for shipment 
within twenty-eight (28) days after the supplier’s/ selected 
bidder’s receipt of the  Notice of termination  shall be 
accepted by the Purchaser at the Contract terms and 
prices. For the remaining Goods, the Purchaser may 
elect:
a.  To have any portion completed and delivered at the 
Contract terms and prices;

and/or

b.  To cancel the remainder and pay to the supplier/ 
selected bidder an agreed amount for partially completed 
Goods and Related Services and for materials and parts 
previously procured by the supplier/ selected bidder.

Termination for convinience shall cause hefty loss to the Bidder, 
therefore this provision should be taken out of the RFP.

As per RFP

9&10 3.1.6. PRE-
QUALIFICATION/ 
ELIGIBILITY CRITERIA

The bidder must possess a
valid ISO 9001:2008 Certification, at the time of bid 
submission.
• The bidder must possess a
valid ISO 27001 Certification,
at the time of bid submission.

Kindly note that ISO 9001 is an outdated certifications. For Telecom 
industry equivalent and upgraded certificate isTL9000. Since the 
nature of RFP is related to security product, thus ISO 27001 carries 
requisite parameters to qualify for bidding in related subject of scope 
of work in RFP. Thus request you to kindly allow ANY ONE 
certification of two i.e. TL9000 and ISO 27001.

As per RFP

58 Gartner Leader 
Quadrant for 
AV/Internet

The AV engine should be from Gartner Leaders Quadrant Since Gartner has not released magic quadrant for Email security 
from 2015. It is requested to remove this clause as only focussing on 
Anti Virus solution will limit the overall product capabilities

Please refer to updated specs in Final 
RFP document.

Note: In case of any discripensy, the final RFP document and/or subsequent corrigendum(s) shall prevail.


